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Abstract— This paper intr oduces a general hybrid systems
framework to model the �o w of traf�c in communication
networks. The proposedmodels use averaging to continuously
approximate discrete variables such as congestionwindow and
queue size. Becauseaveraging occurs over short time intervals,
discrete events such as the occurrence of a drop and the
consequentreaction by congestioncontrol can still be captured.
This modeling framework thus �lls a gap betweenpurely packet-
level and �uid-based models, faithfully capturing the dynamics
of transient phenomenaand yet providing signi�cant �exibility
in modeling various congestion control mechanisms,differ ent
queuing policies, multicast transmission, etc.

The modeling framework is validated by comparing simula-
tions of the hybrid modelsagainst packet-level simulations. It is
shown that the probability density functions producedby the ns-
2 network simulator match closely those obtained with hybrid
models.Mor eover, a complexity analysissupports the observation
that in networks with large per-�o w bandwidths, simulations
using hybrid models require signi�cantly less computational
resourcesthan ns-2 simulations.

Tools developedto automate the generation and simulation of
hybrid systemsmodelsare alsopresented.Their useis showcased
in a study, which simulatesTCP �o ws with differ ent round-trip
times over the Abilene backbone.

Index Terms— Data Communication Networks, Congestion
Control, TCP, UDP, Simulation, Hybrid Systems

I . INTRODUCTION

DATA communicationnetworks are highly complex sys-
tems, thus modeling and analyzing their behavior is

quite challenging.The problem aggravatesas networks be-
come larger and more complex. Packet-level modelsare the
most accuratenetwork modelsandwork by keepingtrack of
individual packets as they travel acrossthe network. Packet-
level models,which are usedin network simulatorssuchas
ns-2 [1], have two main drawbacks:the large computational
requirements(both in processingand storage)for large-scale
simulationsand the dif�culty in understandinghow network
parametersaffect the overall systemperformance.Aggregate
�uid-lik e modelsovercometheseproblemsby simply keeping
track of the averagequantitiesthat are relevant for network
design and provisioning (such as queuesizes, transmission
rates,drop rates,etc). Examplesof �uid models that have
beenproposedto study computernetworks include [2], [3].
The main limitation of theseaggregate models is that they
mostly capturesteadystatebehavior becausethe averagingis
typically doneover large time scales.Thus,detailedtransient
behavior duringcongestioncontrolcannotbecaptured.Conse-
quently, thesemodelsareunsuitablefor a numberof scenarios,
including capturingthe dynamicsof short-lived �o ws.

This work hasbeensupportedby the National ScienceFoundationunder
GrantNos. ANI-0322476andCCR-0311084.

Our approachto modelingcomputernetworks and its pro-
tocolsis to usehybrid systems[4] which combinecontinuous-
time dynamicswith event-basedlogic. Thesemodelspermit
complexity reduction through continuousapproximationof
variables like queue and congestionwindow size, without
compromisingthe expressivenessof logic-basedmodels.The
“hybridness”of the modelcomesfrom the fact that, by using
averaging,many variablesthat are essentiallydiscrete(such
as queueand window sizes)are allowed to take continuous
values.However, becauseaveraging occurs over short time
intervals, one still modelsdiscreteeventssuchas the occur-
renceof a drop and the consequentreactionby congestion
control.

In this paper, we proposea generalframework for building
hybrid models that describenetwork behavior. Our hybrid
systemsframework �lls the gap betweenpacket-level and
aggregatemodelsby averagingdiscretevariablesover a short
time scaleon theorderof a round-triptime (RTT). This means
that the model is able to capturethe dynamicsof transient
phenomenafairly accurately, as long as their time constants
arelargerthanacoupleof RTTs.This timescaleis appropriate
for the analysisand design of network protocols including
congestioncontrol mechanisms.

We useTCP asa case-studyto showcasethe accuracy and
ef�ciency of the modelsthat can be built using the proposed
framework. We are able to model fairly accuratelyTCP's
distinct congestioncontrol modes(e.g.,slow-start,congestion
avoidance,fast recovery, etc.) as these last for periods no
shorterthanoneRTT. Oneshouldkeepin mind thatthetiming
at which eventsoccur in the model (e.g.,dropsor transitions
betweenTCPmodes)is only accurateup to roughlyoneRTT.
However, since the variationson the RTT typically occur at
a slower time scale,the hybrid modelscanstill capturequite
accuratelythe dynamicsof RTT evolution. In fact, that is one
of thestrengthsof themodelsproposedhere,i.e., the fact that
they do not assumeconstantRTT.

We validateour modelingmethodologyby comparingsim-
ulation resultsobtainedfrom hybrid modelsand packet-level
simulations.We ran extensive simulationsusingdifferentnet-
work topologiessubjectto differenttraf�c conditions(includ-
ing backgroundtraf�c). Our resultsshow that hybrid models
areableto reproducepacket-level simulationsquiteaccurately.
We alsocomparetherun-timeof thetwo approachesandshow
thathybrid modelsincur considerablylesscomputationalload.
We anticipatethat speedupsyieldedby hybrid modelswill be
instrumentalin studyinglarge-scale,morecomplex networks.

Finally, we describe the Network Description Scripting
Language (NDSL) and the NDSL Translator, which were
developedto automatethegenerationandsimulationof hybrid
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systemsmodels.NDSL is a scripting languagethat allows
the userto specifynetwork topologiesandtraf�c. The NDSL
translator automaticallygeneratesthe correspondinghybrid
modelsin the modelica modelinglanguage[5]. We show-
casethesetools in a simulationstudyon theeffect of theRTT
onthethroughputof TCP�o wsovertheAbilenebackbone[6].

I I . RELATED WORK

Several approachesto the modeling and simulation of
networkshavebeenwidely usedby thenetworkingcommunity
to design and evaluate network protocols. On one side of
the spectrum,therearepacket-level simulationmodels:ns-2
[1], QualNet[7], SSFNET[8], Opnet[9] areeventsimulators
wherean event is the arrival or departureof a packet. When-
ever a packet arrivesat the link or node,eventsaregenerated
and stored in the event list and handledin the appropriate
order. Thesemodelsare highly accurate,but arenot scalable
to largenetworks.On theotherextreme,staticmodelsprovide
approximationsusing�rst principles:[3], [10] provide simple
formulasthat modelhow TCP behavesin steady-state.These
models ignore much of the dynamicsof the network. For
example,the RTT and loss probability are assumedconstant
and the interactionbetween�o ws is not considered.

Dynamic model fall betweenstatic models and detailed
packet-level simulators.By allowing someparametersto vary,
these models attempt to obtain more accuracy than static
approaches,and yet alleviate some of the computational
overheadof packet-level simulations.This modelingapproach
was followed by [11], where TCP's sending rate is taken
as an ensembleaverage. When averaging across multiple
�o ws, the sending rates do not exhibit the linear increase
anddivide in half. However, the ensembleaveragestill varies
dynamicallywith queuesizeanddropprobability. [2] proposes
a stochasticdifferential equation (SDE) model of TCP, in
which the sendingrate increaseslinearly until a drop event
occursand then it is divided in half.

While the dynamic modelsabove proved very useful for
developinga theoreticalunderstandingof networks, their pur-
posewas not to simulatenetworks. In an effort to simulate
networks ef�ciently , [12], [13] proposeda �uid-lik e approach
in which bit ratesareassumedto be piecewise constant.This
type of network simulator only needsto keep track of rate
changesthatoccurdueto queuing,multiplexing, andservices.
As a results,the computationaleffort may be reducedwith
respectto a packet-level simulators.However, the piecewise
constantassumptioncanleadto anexplosionof eventsknown
as the ripple effect [14], which can signi�cantly increasethe
computationalload.

Systemsthat exhibit continuouslyvarying variableswhose
valuesare affectedby eventsgeneratedby discrete-logicare
known ashybrid systemsandhave beenwidely usedin many
�elds to modelphysicalsystems.The readeris referredto [4]
for a generaloverview of hybrid systems.An early hybrid
modeling approachto computer systemsappearedin [15],
wherethe authorproposesto combinediscrete-event models
with continuousanalytic models. The former are used to
capture “rare-events,” whereasthe latter avoid the need to

carryout thedetailedsimulationof very frequentevents.This
generalframework wasusedin [15] to simulateacentralserver
systemsconsistingof a CPU and several IO devices serving
multiple jobs.

Traf�c sampling[16] consistsof takinga sampleof network
traf�c, feedingit into a suitablyscaledversionof thenetwork,
and then using the results so obtained to extrapolate the
behavior of the original network. This hasbeenproposedas
a methodologyto ef�ciently simulatelarge-scalenetworks by
combiningsimulationand analytical techniques.However, it
losesscalabilitywhenpacket dropsarebursty andcorrelated,
or whenpacket dropsarenot accuratelymodeledby a Poisson
process.

The remainderof the paperis organizedas follows. Sec-
tion III presentsour hybrid systemsmodeling framework.In
SectionIV, we validateour hybrid modelsby comparingthem
to packet-level simulations.SectionV showsresultscomparing
the computationalcomplexity of hybrid- and packet-level
models,and section VI shows developmenttools and case
study using thesetools. Finally, we presentour concluding
remarksanddirectionsfor future work in SectionVII.

I I I . HYBRID MODELING FRAMEWORK

Considera communicationnetwork consistingof a set
�

of nodesconnectedby a set � of links. We assumethat all
links are unidirectionaland denoteby �������

	�


the link from
node

	
�

�

to node

��

�

(cf. Figure 1). Every link �

�

�

is characterizedby a �nite bandwidth ��� and a propagation
delay �
� .
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We assumethat the network is being loadedby a set . of
end-to-end�ows. Given a �o w /

�

. from node
	0�

�

to
node


1�

�

, we denoteby 2

� the �ow' s sendingrate, i.e., the
rate at which packets are generatedand enter node

	

where
the �o w is initiated. Given a link �

�

� in the path of the
/ -�o w, we denoteby 2

�

� the rate at which packets from the
/ -�o w are sent through the � -link. We call 23�

� the � -link/ / -
�ow transmissionrate. At eachlink, the sumof the link/�o w
transmissionratesmustnot exceedthe bandwidth �4� , i.e.,

5

�7678

2

�

�19

�

�;: <

�

�

�>= (1)

In general,the�o w sendingrates2

� , /

�

. aredeterminedby
congestioncontrolmechanismsandthe link/�o w transmission
rates 2;�

� are determinedby packet conservation laws to be
derived shortly. To accountfor the fact that not all packets
may have the samelength,we measureall ratesin bytesper
second.



3

Associatedwith eachlink �

�

� , thereis a queuethatholds
packetsbeforetransmissionthroughthe link. We denoteby �7�

�

the numberof bytes in this queuethat belongto the / -�o w.
The total numberof bytesin the queueis given by

�

�

� �

5

� 678

�

�

�

: <

�

�

�>= (2)

The queuecanhold, at most,a �nite numberof bytesthatwe
denoteby � �

����� . When �;� reaches�;�

����� , dropswill occur.
For each�o w /

�

. , we denoteby � �>�

� the �ow' s RTT,
which elapsesbetweena packet is sentand its acknowledg-
ment is received. The value of � �
�

� can be determinedby
addingthepropagationdelays� � andqueuingtimes � ��� � � of
all links involved in oneround-trip.In particular,

� �
�

�

�

5

�

6
	�� ��


�

�

���

�;�

�

�

�

:

where ��� /�� denotesthesetof links involvedin oneround-trip
for �o w / .

A. Flow conservationlaws

Considera link �

�

� in thepathof �o w /

�

. . We denote
by �

�

� the rateat which / -�o w packetsarrive (or originate)at
the nodewhere � starts.We call � �

� the � -link/ / -�ow arrival
rate. The link/�o w arrival rates � �

� are related to the �o w
sendingrates 2

� and the link/�o w transmissionrates 23�

� by
the following simple �ow-conservationlaw: for every /

�

.

and �

�

� ,

�

�

�

���

�

2

�

/ startsat the nodewhere � starts

2;���

� otherwise
(3)

where ��� denotesthe previous link in the path of the / -�o w.
For simplicity, weareassumingsingle-pathroutingandunicast
transmission.It would be straightforward to derive conserva-
tion laws for multi-path routing andmulti-casttransmission.

The�o w-conservationlaw (3) implicitly assumesthatpack-
ets are not dropped“on-the-�y.” For consistency, we will re-
gardpacket dropsthatoccurin thetransmissionmedium(e.g.,
neededto modelwirelesslinks) astakingplaceuponarrival at
the destinationnode.From a traf�c modelingperspective this
makesno differencebut somewhat simpli�es the notation.

B. Queuedynamics

In this section,we make two basicassumptionsregarding
�o w uniformity that are used to derive our models for the
queuedynamics:

Assumption1 (Arrival uniformity): The packets of the all
�o ws arrive at each node in their paths roughly uniformly
distributedover time. Consequently, the packetsof each�o w
areroughly uniformly distributedalongeachqueue.

Becauseof packet quantization,bursting, synchronization,
etc., this assumptionare never quite true over a very small
interval of time. However, they are generallyaccurateover
time intervals of a few RTTs. In fact, we shall seeshortly
that they aresuf�ciently accurateto leadto modelsthatmatch
closelypacket-level simulations.

1) Queue-evolution and drop rates: Considera link �

�

�

that is in the path of the �o w /

�

. . The queuedynamics
associatedwith this pair link/�o w aregiven by

�

�

�

�

���

�

���! 

�

�"�

2

�

�

:

where  

�

� denotesthe / -�ow drop rate. In this equation �;�

�

shouldbe regardedasan input whosevalueis determinedby
upstreamnodes.To determinethe valuesof  

�

� and 2;�

� we
considerthreecasesseparately:

1) Emptyqueue(i.e., � � �$# ). In this situationthereareno
dropsand the outgoingrates 2 �

� areequalto the arrival
rates � �

� , as long as the bandwidthconstrain(1) is not
violated. However, when %

� 678

� �

�'&

� � , we cannot
have 2;�

�

�(� �

� , and the available link bandwidth ���

must be somehow distributed amountthe �o ws so that
%

� 678

2;�

�

� � � . To determinehow to distribute ��� , we
note that a total of %

� 678

� �

� bytesarrive at the queue
in a single unit of time. Assumingarrival uniformity
(Assumption1) all incomingpacketsare equally likely
to betransmittedso theprobability thata packet of �o w

/ is indeedtransmittedis given by

� �

�

%*)

� 678

�

�

)

�

= (4)

Sincea total of � � byteswill be transmitted,the faction
of thesethat correspondto �o w / is given by

� �

�

� �

%*)

� 678

�
�

)

�

=

Theabove discussioncanbesummarizedasfollows: for
every /

�

. ,
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%
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� �

)
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�0�9%
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2) Queueneither empty nor full (i.e., #;:<�3�+:<�;�

�����

or �;� �=�;�

���>� but
%*)

�7678

� �

)

�

9

� � ). In this situation
there are no drops and the available link bandwidth

� � must also be distributed amount the �o ws so that
%

� 678

2;�

�

� �0� . Assuming that the packets of each
�o w are uniformly distributed along each queue(As-
sumption1), the probability that a packet of �o w / is
at the headof the queueis given by

�;�

�

%*)

�7678

�

�

)

�

= (5)

Sincea total of � � byteswill be transmittedper unit of
time, the faction of thesethat correspondto �o w / is
given by

�;�

�

� �

%*)

�7678

�

�

)

�

=

We thusconcludethat,in this situation,for every /

�

. ,

 

�

�

�$#

:

2

�

�

�

�;�

�

� �
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�7678
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�
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�

=
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3) Queue full and still �lling (i.e., �3� � �;�

����� and
%*)

�7678

� �

)

�

&

�0� ). In this situationthe total drop rate  

�

must equalthe differencebetweenthe total arrival rate
andthe link bandwidth,i.e.,  

�
� � %*)

� 678

� �

)

�

�

�0�

&

# .
Onceagain,we mustdeterminehow this total drop rate

 

� should be distributed among all �o ws. Assuming
arrival uniformity (Assumption1) all incomingpackets
are equally likely to be droppedso the probability that
a packet of �o w / is indeeddroppedis given by

� �

�

%*)

� 678

�

�

)

�

= (6)

Sincea total of  

� byteswill be dropped,the factionof
thesethat correspondto �o w / is given by

� �

�

 

�

% )

� 678

� �

)

�

�

� �

�

�

%

)

� 678

� �

)

�

�

� ���

%*)

� 678

� �

)

�

���

�

� �

� �

�

�0�

%*)

�3678

� �

)

�

=

The rate at which packets are transmittedis the same
aswhenthe queueis neitheremptynot full, which was
consideredabove.This leadsto thefollowing model:for
every /

�

. ,

 

�

�

�+�

�

�
�

�
�

�

�
�

%
)

�7678

�
�

)

�

:

2

�

�

�

�
�

�

�
�

%
)

� 678

�
�

)

�

= (7)

To complete the queue dynamics model, it remains to
determinewhen and which �o ws suffer drops. To this ef-
fect, supposethat at time �

� , �;� reached �;�

���>� with � � � �

%

� 678

� �

� &

� � . Clearly, a drop will occur at time �

� but,
multiple drops may occur. In general,if a drop occurredat
time ��� a new drop is expectedat a time ���	�

�

&

��� for which
the total drop rate  

� integratesfrom ��� to ���
�

� to exactly the
packet-size � , i.e., for which

�

�

����
������

�

�
�

5

� 678
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� 678

�

�

� �

�

�

�

���
= (8)

This equationdetermines���	�

� , ����� for all dropsafter �

� .
We call (8) the drop-countmodel.

The question as to which �o ws suffer drops must be
consistentwith the drop probability speci�ed by (6), which
wasa consequenceof the arrival uniformity Assumption1. In
particular, the selectionof the �o w ��� wherea drop occursis
madeby drawing the�o w randomlyfrom theset . , according
to the distribution

� ��!#"

/%$ � ��&

"

�

�

� /%$ �

 

�

�

% )

� 678

 

�

)

�

�

� �

�

%*)

� 678

�

�

)

�

: <

/

�

. =

(9)

We assumethat the �o ws �

�

"

�
�

$ , �

�

"

�
�	�

�

$ that suffer drops
at two distinct time instants �

� , �
�	�

� are (conditionally)
independentrandomvariables(given that the dropsdid occur
at times �

� and �
�	�

� ). We call (9) the drop-selectionmodel.

The uniformity Assumption1 was used in the construc-
tion of our queue model to justify the formulas (4), (5)
for the packet transmissionprobabilitiesand the formula (6)
for the packet drop probability. To validate this assumption,

we matchedtheseformulas with the resultsof several ns-
2 [1] simulations.Figure 2 shows the result of one such
validation procedurefor the formula (6). Figure 2(a) refers
to a simulation in which 2 TCP �o ws (RED and BLUE)
competefor bandwidthon a bottleneckqueue(with 10%ON-
OFFUDP traf�c). The ' -axisshows thefractionof arrival rate
for each�o w givenby theformula(6) andthe ( -axisshowsthe
correspondingdrop probability. A nearperfect45-degreeline
shows that (6) doesprovide a very goodapproximationto the
packetdropprobability. Figure2(b)showsanetwork with very
strongdrop synchronizationfor which Assumption1 breaks
down. We postponethe discussionof this plot to SectionIII-
B.3. Similar plots can be madeto validatethe formulas(4),
(5) for the packet transmissionprobabilities,but we do not
include them herefor lack of space.However, in SectionIV
wepresentasystematicvalidationof ouroverallhybridmodel,
which includesthe queuemodeabove asa sub-component.
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(a) 10% backgroundtraf�c
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(b) packet synchronization

Fig. 2. Drop probability vs. fraction of arrival rate.

2) Hybrid model for queuedynamics: The queuemodel
developedabove can be compactlyexpressedby the hybrid
automatonrepresentedin Figure3. Eachellipse in this �gure
correspondsto a discretestate(or mode)and the continuous
stateof thehybridsystemconsistsof the�o w byterate �

�

� , /

�

. andthevariable �

� usedto track thenumberof dropsin the
queue-fullmode.Thedifferentialequationsfor thesevariables
in eachmodeareshown insidethecorrespondingellipse.The
arrows betweenellipsesrepresenttransitionsbetweenmodes.
Thesetransitionsare labeledwith their enablingconditions
(which can include events generatedby other transitions);
any necessaryreset of the continuousstate that must take
place when the transition occurs; and events generatedby
the transition. Events are denotedby ) �+* � . We assumehere
that a jump always occurswhen the transition condition is
enabled.This model is consistentwith most of the hybrid
systemframeworks proposedin the literature (cf., e.g., [4]).
The inputs to this model are the rates 2 � �

� , /

�

. of the
upstreamqueues� �

�

��� ��� , which determinethe arrival rates
�

�

� , /

�

. ; and the outputsare the transmissionrates 2
�

� ,
/

�

. . For the purposeof congestioncontrol, we should
also regard the drop eventsand the queuesize as outputsof
the hybrid model. Note that the queuesizeswill eventually
determinepacket RTTs.

3) Other drop models: For completenessone should add
thatthedrop-selectionmodeldescribedby (9) is not universal.
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For example, in dumbbell topologies without background
traf�c, onecanobservesynchronizationphenomenathatsome-
times leadto �o ws with smallersendingratessuffering more
drops than �o ws with larger sendingrates.The right plot in
Figure 2 shows an extremeexampleof this (2 TCP �o ws in
a 5Mbps dumbbell topology with no backgroundtraf�c and
drop-tail queuing). In this example, the BLUE �o w suffers
most of the drops,in spite of using a smallerfraction of the
bandwidth.In [17], it wassuggestedthat10%of randomdelay
would remove synchronizationbetween TCP connections.
However, this doesnot appearto bethecasewhenthenumber
of connectionsis small. To avoid synchronizationwe mostly
used backgroundtraf�c. In fact, the left plot in Figure 2
shows resultsobtainedwith 10% backgroundtraf�c, whereas
the right plot shows resultsobtainedwithout any background
traf�c.

Drop rotation: The drop model in (9) is not very accu-
rate when strong synchronizationoccurs.Constructingdrop
modelsthat remainaccurateunderpacket-dropssynchronized
is generallyvery challenging,except under specialnetwork
conditions.Thedrop rotationmodelis valid in topologieswith
drop-tail queuing,when several TCP �o ws have the roughly
the sameRTT and thereis a bottlenecklink with bandwidth
signi�cantly smallerthanthatof theremaininglinks andthere
is no(or little) backgroundtraf�c [18]–[20]. Underthismodel,
when the queuegets full each�o w gets a drop in a round-
robin fashion.The rationalefor this is that, once the queue
gets full, it will remainfull until TCP reacts(approximately
oneRTT after the drop). In the meanwhile,all TCP �o ws are
in the congestionavoidancemodeand eachwill increaseits
window size by one. When this occurseachwill attemptto
sendtwo packetsback-to-backand,undera drop-tail queuing
policy, the secondpacket will almostcertainlybe dropped.

Although the drop rotation model is only valid for special
networks,thesenetworksareveryusefulto validatecongestion
control becausethey lead to essentiallydeterministicdrops.
This allows one to compareexactly traces obtained from

packet-level modelswith tracesobtainedfrom hybrid models.
We will usethis featureof droprotationto validateour hybrid
modelsfor TCP in SectionIV.

Otherdrop models,suchasactivequeuinganddrop-head,
canbe found in [21].

C. TCP model

So far our discussionfocused on the modeling of the
transmissionrates 2 �

� and the queue sizes � �

� across the
network, takingasinputsthesendingrates2

� of theend-to-end
�o ws.We now constructa hybrid modelfor a singleTCP�o w

/

�

. that shouldbe composedwith the �o w-conservation
laws andqueuedynamicspresentedin SectionsIII-A andIII-
B to describethe overall system.We start by describingthe
behavior of TCP in eachof its main modesandlater combine
theminto a uni�ed hybrid modelof TCP.

1) Slow-startmode: During slow-start, thecongestionwin-
dow V

� (cwnd) increasesexponentially, being multiplied by
2 every RTT. This canbe modeledby

�

V

�

�XWZY\[�]

� �
�

�

V

�

= (10)

because,neglecting the variation of � �
�

� during a single
RTT, this would lead

V

�

"

�

�

� �
�

�

$ �_^R` a�b

�dcfe

�\gih�h

2

e

�

g\h�h

2djIk

V

�

"

��$ml

]

V

�

"

��$

:

SinceV

� packetsaresenteachRTT, theinstantaneoussending
rate 2

� shouldbe given by

2

�

�

V

�

� �
�

�

= (11)

However, this formula needsto be correctedto

2

�

�on

V

�

� �
�

�

: (12)

becauseslow-start packets are sent in bursts. A detailed
justi�cation for the introductionof the parameter

n

� � � =qp�r

canbe found in [21].
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The slow-start mode lasts until a drop or a timeout are
detected.Detection of a drop leads the systemto the fast-
recovery mode,whereasthe detectionof a timeout leadsthe
systemto the timeoutmode.

The formulas(10) and(12) hold as long as the congestion
window V

� is below the receiver's advertisedwindow size
V

�����

� . When V

� exceedsthis value,thesendingrateis limited
by V

�����

� and(12) shouldbe replacedby

2

�

�

���
	��

n

V

�

:

V

�����

��


� �
�

�

= (13)

When the congestionwindow reachesthe advertisedwindow
size,thesystemtransitionsto thecongestion-avoidancemode.

2) Congestion-avoidancemode: During the congestion-
avoidancemode,the congestionwindow size increases“lin-
early,” with an increaseequal to the packet-size � for each
RTT. This canbe modeledby

�

V

�

�

�

� �
�

�

:

with theinstantaneoussendingrate 2

� givenby (11). Whenthe
receiver's advertisedwindow size V

�����

� is �nite, (11) should
be replacedby

2

�

�

����	��

V

�

:

V

�����

��


� �
�

�

=

The congestion-avoidancemodelastsuntil a drop or timeout
are detected.Detection of a drop leads the system to the
fast-recovery mode,whereasdetectionof a timeout leadsthe
systemto the timeoutmode.

3) Fast-recovery mode: The fast-recovery modeis entered
whenadropis detected,whichoccurssometimeafterthedrop
actuallyoccurs.Whena singledrop occurs,the senderleaves
this modeat thetime it learnsthatthepacketdroppedwassuc-
cessfullyretransmitted(i.e.,whenits acknowledgmentarrives).
Whenmultiple dropsoccur, the transitionout of fastrecovery
dependson the particular version of TCP implemented.We
provide next the model for TCP-Sack.

TCP-Sack: In TCP-Sack,when �

���

a��

drops occur, the
senderlearns immediately that several drops occurred and
will attempt to retransmitall thesepackets as soon as the
congestionwindow allows it. As soon as fast-recovery is
initiated, the �rst packet dropped is retransmittedand the
congestionwindow is divided by two. After that, for each
acknowledgmentreceived,thecongestionwindow is increased
by one. However, until the �rst retransmissionsucceeds,
the number of outstandingpackets is not decreasedwhen
acknowledgmentsarrive.

Supposethat the drop was detectedat time ��� and let
V

�

"

���

�

$ denotethe window size just beforeits division by 2.
In practice,during the �rst RTT after the retransmission(i.e.,
from ��� to ���

�

� �
�

� ) the numberof outstandingpackets is
V

�

"

�
�

�

$ ; the numberof duplicateacknowledgmentsreceived
is equal to V

�

"

�
�

�

$

�

�

���

a��

(we are including here the 3
duplicateacknowledgmentsthat triggeredthe retransmission),
anda singlenon-duplicateacknowledgmentis received(corre-
spondingto the retransmission).The total numberof packets

sent during this interval will be one (correspondingto the
retransmissionthat took placeimmediately),plus the number
of duplicateacknowledgmentsreceived,minus V

�

"

���

�

$ �

]

. We
need to subtract V

�

"

� �

�

$ �

]

becausethe �rst V

�

"

� �

�

$ �

]

ac-
knowledgmentsreceived will increasethe congestionwindow
up to the numberof outstandingpacketsbut will not lead to
transmissionsbecausethe congestionwindow is still below
the numberof outstandingpackets [22]. This leadsto a total
of �

�

V

�

"

� �

�

$ �

]

�

�

���

a��

packetssent,which canbe modeled
by an averagesendingrateof

2

�

�

�

�

V

�

"

� �

�

$ �

]

�

�

���

a��

� �>�

�

on � ���

:

���

�

� �
�

�

� =

In casea singlepacket wasdropped,fast recovery will �nish
at ���

�

� �
�

� , but otherwise it will continue until all the
retransmissionstake placeandaresuccessful.However, from

���

�

� �
�

� on, eachacknowledgmentreceived will also de-
creasethe numberof outstandingpacketsso onewill observe
anexponentialincreasein thewindow size.In particular, from

���

�

� �
�

� to ���

�

]

� �
�

� the numberof acknowledgments
received is �

�

V

�

"

�
�

�

$
�

]

�

�

���

a��

(which was the number
of packets sent in the previous interval) and eachwill both
increasethecongestionwindow sizeanddecreasethenumber
of outstandingpackets. This will lead to a total numberof
packetssentequalto

]

"

�

�

V

�

"

�
�

�

$
�

]

�

�

���

a��

$ andtherefore

2

�

� ]

"

�

�

V

�

"

�
�

�

$
�

]

�

�

���

a��

$

� �
�

�

on � �
�

�

� �
�

�

:

�
�

�

]

� �
�

�

� =

On eachsubsequentinterval, the sendingrate increasesexpo-
nentially until all the �

���

a��

packets that were droppedare
successfullyretransmitted.In � RTTs, the total number of
packetsretransmittedis equalto

�

�

�

5

�
�

�

]

�

"

�

�

V

�

"

�
�

�

$
�

]

�

�

���

a��

$ �

�

"

]

�

�

� $

"

�

�

V

�

"

�
�

�

$
�

]

�

�

���

a��

$

:

andthesenderwill exit fastrecoverywhenthisnumberreaches
�

���

a��

, i.e., when

"

]

�

�

� $

"

�

�

V

�

"

�
�

�

$
�

]

�

�

���

a��

$ ���

���

a��

�

�

�1�

W Y�[

�

�

�

V

�

"

���

�

$
�

]

�

�

V

�

"

�
�

�

$
�

]

�

�

���

a��

=

In practice,this meansthat the hybrid model should remain
in the fast recovery modefor approximately

�

�

V

�

"

�
�

�

$

:

�

���

a��

�

� � �

W Y�[

�

�

�"!

2$#

�&%

')(

�

�

�
!

2$#

�&%

'*(

�

�

�

���

a��

+

(14)

RTTs. The previous reasoningis only valid whenthe number
of dropsdoesnot exceed V

�

"

���

�

$
�

]

. As shown in [22], when
�

���

a��

&

V

�

"

�
�

�

$
�

]

�

� the senderdoesnot receive enough
acknowledgmentsin the �rst RTT to retransmit any other
packetsand thereis a timeout.When �

���

a��

� V

�

"

�
�

�

$
�

]

�

�

only one packet will be senton eachof the �rst two RTTs,
followed by exponentialincreasein the remainingRTTs. In
this case,the fast recovery modewill last approximately

�

�

V

�

"

�
�

�

$

:

�

���

a��

�

��� �

�-,

WZY\[

�

�

���

a��/.

(15)
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RTTs.

We have also developed fast-recovery models for TCP-
NewReno,TCP-RenoandTCP-Tahoe.Thesearediscussedin
[21], [23]. The behavior of the several variantsof TCP in the
presenceof multiple packet lossesin thesamewindow is also
discussedin [24].

4) Timeouts: Timeoutsoccur when the timeout timer ex-
ceedsa threshold that provides a measureof the current
RTT. This timer is reset to zero whenever the number of
outstandingpackets decreases(i.e., when it has received an
acknowledgment for a new packet). Even when there are
drops, this should occur at least once every � �>�

� , except
in the following cases:

1) The numberof drops �

���

a��

is larger or equalto V

�

�

]andthereforethenumberof duplicateacknowledgments
received is smalleror equalto 2. Thesearenot enough
to trigger a transitionto the fast-recovery mode.

2) The numberof drops �

���

a��

is suf�ciently large so that
thesenderwill notbeableto exit fastrecoverybecauseit
doesnot receive enoughacknowledgmentsto retransmit
all the packets that were dropped.As seenabove, this
correspondsto �

���

a��

� V

�

�

]

�

]

.
Thesetwo casescanbecombinedinto thefollowing condition
underwhich a timeoutwill occur:

V

�

9

����� �

]

�

�

���

a��

:

]

�

���

a��

���




=

When a timeout occursat time ��� the variable � � ��� 2

� is set
equalto half the congestionwindow size,which is resetto 1,
i.e.,

� � ��� 2

�

"

��� $ � V �

�

"

��� $
�

]

:

V

�

"

��� $ � � =

At this point, and until V reaches � � ��� 2 , we have multi-
plicative increasesimilar to what happensin slow start and
therefore(13) holds. This lasts until V

� reaches� � ��� 2

�

"

�
�

$

or a drop/timeoutis detected.The former leadsto a transition
into the congestionavoidancemode,whereasthe latter to a
transitioninto the fast-recovery/ timeoutmode.

5) Hybrid model for TCP-Sack: The model in Figure 4
combinesthemodesdescribedin SectionsIII-C.1, III-C.2, III-
C.3, and III-C.4 for TCP-Sack.This model also takes into
account that there is a delay betweenthe occurrenceof a
dropandits detection.This drop-detectiondelayis determined
by the “round-trip time” from the queue � where the drop
occurred,all the way to the receiver, and back to the sender.
It canbe computedusing

�	�
�

�

�

� �

5

�

�

6
	�� ���

�




�

�

�
�

�;�

�

�

�

:

where ��� /

:

��� denotesthe set of links betweenthe � -queue
and the sender, passingthrough the receiver (for drop-tail
queuing,this set should include � itself). To take this delay
into account, we added two modes (slow-start delay and
congestion-avoidancedelay), in which the system remains
betweena drop occurs and it is detected.The congestion
controller only reactsto the drop once it exits thesemodes.
The timing variable ��
��

� is usedto enforcethat the system

remainsin the slow-startdelay, congestion-avoidancedelay,
andfast-recovery modesfor the requiredtime. For simplicity,
we assumedan in�nitely large advertisedwindow size in the
diagramin Figure4.

The inputs to the TCP-Sack�o w model are the RTTs,
the drop events,and the correspondingdrop-detectiondelays
(which can be obtainedfrom the �o w-conservation law and
queuedynamicsin SectionsIII-A, III-B) and its outputsare
the sendingratesof the end-to-end�o ws.

The model in Figure 4 assumesthat the �o w / is always
active. It is straightforward to turn the �o w on and off by
adding appropriatemodes [21]. In fact, in the simulation
results describedin Section IV-B we used random starting
timesfor thepersistentTCP�o ws.On-off UDP sourceswith a
�x edsendingrateduringtheon-periodarealsostraightforward
to construct[21].

IV. VALIDATION

We use the ns-2 (version 2.26) packet-level simulator
to validate our hybrid models.Different network topologies
subjectto a variety of traf�c conditionsareconsidered.

A. NetworkTopologies

We focus our study on the topologiesshown in Figure 5.
Thetopologyin theupperleft corneris known asthedumbbell
topologyandis characterizedby a setof �o ws from thesource
nodesin the left to thesink nodesin theright, passingthrough
a bottleneck link with 10mspropagationdelay.

While all the �o ws in a dumbbelltopology have the same
propagationdelays,the �o ws in the Y-shapetopology in the
upper right corner of Figure 5 exhibit distinct propagation
delays:45ms(Src� ), 90ms(Src� ), 135ms(Src� ), 180ms(Src� ).
In this topology, UDPbackgroundtraf�c is injectedatSrc� and
router R2, whereasthe TCP �o ws originateat Src� through
Src� . Thebackgroundtraf�c modelis describedin SectionIV-
B below.

We also considerthe parking-lot topology depictedat the
bottom of Figure 5. This topology includes two 500Mbps
bottlenecklinks. The traf�c consistsof four TCP �o ws with
propagationdelaysof 45ms,90ms,135ms,and180mscompet-
ing with 10%UDPbackgroundtraf�c. Two setsof background
traf�c were used:in the �rst set, traf�c was injectedinto the
sourcesattachedto R7 and sent to the sinks attachedto R8,
while thesecondsetoriginatedat thesourcesconnectedto R9
andwassentto the sinksattachedto R10.This con�guration
createstwo bottleneckson the links betweenR2 andR3 and
betweenR4 andR5.

All queuesare 40 packets long for the topologieswith
5Mbps bottlenecklinks and 11250packets for the oneswith
500Mbpsbottlenecklinks. Thesequeuesare large enoughto
hold the bandwidth-delayproduct.

B. SimulationEnvironment

The hybrid models in this paperwere formally speci�ed
using the object-orientedmodelinglanguagemodelica [5].
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Fig. 4. Hybrid model for the �o w K underTCP. The meaningof the symbols w and x dependon the versionof TCP underconsiderationandis shown in
the tableabove, where y{z/| } is de�ned by (14)–(15).
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Modelica allows convenientcomponent-orientedmodeling
of complex physicalsystems.All ns-2 simulationsuseTCP-
Sack (more speci�cally its Sack1 variant outlined in [24]).
Each simulation ran for 600 secondsof simulation time for
the 5Mbpstopologiesandfor 8000secondsfor the 500Mbps
one.Datapointswereobtainedby averaging20 trials for the
5Mbpstopologiesand5 trials for the500Mbpsone.TCP�o ws
start randomlybetween0 and2 seconds.

Thebackgroundtraf�c consistsof UDP�o wswith exponen-
tially distributedON andOFF times,both with averageequal
to 500ms.We do not claim that this typeof backgroundtraf�c
is realisticbut it suf�ces to reducepacket synchronizationas
in [25]. We considereddifferentamountsof backgroundtraf�c
but in all the resultsreportedhere the background�o ws to
accountfor 10% of the traf�c. While the exact fraction of
short-livedtraf�c foundon the Internetis unknown, it appears
that short-lived �o ws make up for at least 10% of the total
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Internettraf�c [26]. However, it shouldbeemphasizedthatthe
accuracy of the hybrid systemsimulationsdoesnot degrade
asmoreshort-live traf�c is considered.

As previouslymentioned,thedropmodelis topologydepen-
dent.As observed in [20], for the single bottlenecktopology
with uniform propagationdelays,dropsaredeterministicwith
each�o w experiencingdropsin a round-robinfashion.How-
ever, whenbackgroundon/off traf�c is considered,lossesare
bestmodeledstochastically.

Thevariablesusedfor comparingthehybrid andthepacket-
level models include the RTTs, the packet drop rates, the
throughputand congestionwindow size for the TCP �o ws,
and the queuesizeat the bottlenecklinks.

C. Results

We start by considering a dumbbell topology with no
backgroundtraf�c for which the drop rotation model in
SectionIII-B.3 is valid. As discussedabove, in suchnetworks
drops are essentiallydeterministicphenomenaand one can
directly comparens-2 traceswith our hybrid model,without
resortingto statisticalanalysis.Figure6 comparessimulation
resultsfor a single TCP �o w (no backgroundtraf�c). These
plots show tracesof TCP's congestionwindow size and the
bottleneckqueuesize over time. The plots show a nearly
perfect match and one can easily identify the slow-start,
congestion-avoidance,and fast-recovery modesdiscussedin
SectionIII-C. While most previous modelsof TCP are able
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Fig. 6. Comparisonof the congestionwindow andqueuesizesover time for
the dumbbelltopologywith oneTCP �o w andno backgroundtraf�c.

to capture TCP's steady-statebehavior, TCP slow-start is
typically harderto model becauseit often resultsin a large
numberof dropswithin the samewindow. We canobserve in
Figure 6 that after the initial drops, the congestionwindow
is divided by two and maintainsthis value for about half a
secondbeforeit begins to increaselinearly. This is consistent
with the basic slow-start behavior of TCP Sack1when the
numberof lossesis aroundcwnd/2. In this case,TCP Sack1
eventuallyleavesfast-recovery but only afterseveralmultiples
of the RTT (cf. SectionIII-C.3 and [22]).

In thenext setof experiments,we simulate4 TCP�o ws on
the dumbbell topology with and without backgroundtraf�c.
Figure 7 shows the simulation results without background
traf�c. As observed in previous studies, TCP connections
with the sameRTT getsynchronizedandthis synchronization
persistseven for a large numberof connections[17], [27].
This synchronizationis modeledusingdroprotation.Similarly
to the single �o w case,the two simulationscoincidealmost

exactly. Speci�cally, in steadystate,all �o ws synchronizeto
a saw-tooth patternwith periodcloseto 1sec.
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Fig. 7. Congestionwindow and queuesize over time for the dumbbell
topologywith 4 TCP �o ws andno backgroundtraf�c.

Simulationresultsfor 4 TCP �o ws with backgroundtraf�c
are shown in Figure 8. Even a small amountof background
traf�c breakspacket-dropsynchronizationand the stochastic
drop-selectionmodel (9) becomesvalid. We can seethat the
tracesobtainedwith ns-2 are qualitatively very similar to
those obtainedwith the hybrid model. A quantitative com-
parison betweenns-2 and a hybrid model is summarized
in Table I, which presentsaveragethroughputand RTT for
each�o w for bothhybridsystemandns-2 simulations.These
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Fig. 8. Congestionwindow and queuesize over time for the dumbbell
topologywith 4 TCP �o ws and10% backgroundtraf�c.

statisticscon�rm that the hybrid modelreproducesaccurately
the resultsobtainedwith the packet-level simulation.

To validate our hybrid models,we also use the Y-shape,
multi-queuetopologywith differentRTTs shown on theright-
hand side of Figure 5. We consider the drop-count and
drop-selectionmodels describedby Equations(8) and (9),
respectively, which generatestochasticdrops. Since losses
are random, no two simulations will be exactly equal so
one cannot expect the hybrid model to exactly reproduce
the results from ns-2 . Table II summarizesthe simulation
resultsobtainedwith ns-2 and the hybrid model for 4 TCP
�o ws with 10% backgroundtraf�c on the Y-shapetopology
under a drop-tail queuingdiscipline. This table presentsthe
mean throughputand meanRTTs for eachcompetingTCP
�o w. The relative error is always lessthan 10% and in most
caseswell underthis value.Similar resultshold for variations
of the Y-shapetopology with different RTTs and different



10

TABLE I

AVERAGE THROUGHPUT AND RTT FOR THE DUMBBELL TOPOLOGY WITH 4 TCP FLOWS AND 10% BACKGROUND TRAFFIC.

Thru& Thru' Thru� Thru� RTT & RTT ' RTT � RTT �

ns-2 1.13 1.14 1.15 1.14 0.097 0.097 0.097 0.097
hybrid system 1.14 1.14 1.13 1.14 0.096 0.096 0.096 0.096
relative error 0.9% 0% 1.3% 0% 1% 1% 1% 1%

numbersof competing�o ws. However, for thestochasticdrop
modelto hold, theremustbebackgroundtraf�c and/orenough
complexity in thetopologyand�o wssuchthatsynchronization
does not occur. When synchronizationdoes occur, then a
deterministicmodel for dropsneedsto be used.As described
in SectionIII-B.3, in singlebottlenecktopologiesdrop-rotation
provides an accuratemodel. In more complex settings,the
constructionof drop modelsfor synchronized�o ws appears
to be quite challenging.This is one direction of future work
we plan to pursue.

To accurately compare stochasticprocessesone should
examinetheir probabilitydensityfunctions.Figure9 plots the
probability densityfunctionscorrespondingto the time-series
usedto generatethe resultsin Table II. We observe that the
hybrid model reproducesfairly well the probability densities
obtainedwith ns-2 . For the congestionwindow, threeof the
�o ws closely agree,while one shows a slight bias towards
larger values.The densityfunction of the queueis similar for
both models.One noticeabledifferenceis that the peaknear
thequeue-fullstateis sharperfor thehybrid model.This is due
to thefactthatthequeuein ns-2 canonly take integervalues,
while in the hybrid model it can take fractionalvalues.Thus,
theprobability that thequeueis nearlyfull is representedby a
probability massat �

���>�

��� for the hybrid model,while it is
representedby a probability massat �

�����

�

� in ns-2 . This
resultsin a moresmearedprobability massaroundqueue-full
for ns-2 .
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Fig. 9. Probabilitydensityfunctionsfor the congestionwindow andqueue
sizefor the Y-shapetopologywith 4 TCP �o ws and10% backgroundtraf�c.

We alsovalidatethe hybrid modelsin high bandwidthnet-
works with drop-tail queuing.Thesenetworks are especially
challengingbecause,dueto the larger window sizes,they are
more proneto synchronizedlosseseven when the drop rates
are small [28]. Also, TCP's unfairnesstowards connections
with higher propagationdelaysis more pronouncedin high
bandwidth-delaynetworkswheresynchronizationoccurs[29].

We simulate dumbbell, Y-shape,and parking-lot topologies
with a bottleneckof 500Mbpsand 10% backgroundtraf�c.
The bottleneckqueuesareset to be large enoughto hold the
bandwidth-delayproduct.
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(b) hybrid model

Fig. 10. Probabilitydensityfunctionsfor the congestionwindow andqueue
size for the Y-shapetopologywith 4 TCP �o ws and10% backgroundtraf�c
(500Mbpsbottleneck).
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Fig. 11. Probabilitydensityfunctionsfor the congestionwindow andqueue
sizefor theparking-lottopology(500Mbpsbottleneck)with 4 TCP�o ws and
10% backgroundtraf�c. Thesewerecomputedfrom simulationsusingns-2
(left) anda hybrid model (right).

Table III presentsthe meanthroughputand meanRTT for
each competingTCP �o w for the dumbbell, Y-shape,and
parking-lottopologieswith 500Mbsbottleneck(s).Therelative
errorsbetweenthe resultsobtainedwith ns-2 andthe hybrid
models are always smaller than 10%. The corresponding
probability density functions for the congestionwindow and
queue size for the Y-shapeand parking-lot topologies are
given in Figures10 and 11, respectively. In both cases,the
probability densityfunctionsmatchfairly well.

It is interesting to comparethe distributions of the bot-
tleneck queue and congestionwindow sizes for the low-
bandwidthY-shapetopology in Figure 9 with thoseobtained
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TABLE II

AVERAGE THROUGHPUT AND RTT FOR THE Y-SHAPE TOPOLOGY (5MBPS) WITH 4 TCP FLOWS AND 10% BACKGROUND TRAFFIC.

Thru& Thru' Thru
�

Thru
�

RTT & RTT ' RTT
�

RTT
�

ns-2 1.913 1.134 0.817 0.668 0.091 0.136 0.182 0.225
hybrid model 1.816 1.162 0.876 0.680 0.093 0.138 0.183 0.228
relative error 5.0% 2.4% 6.7% 1.0% 2.1% 1.5% 0.5% 1.3%

TABLE III

AVERAGE THROUGHPUT AND AVERAGE RTT FOR Y-SHAPE AND PARKING-LOT TOPOLOGY FOR 500MBPS BOTTLENECK

Thru& Thru' Thru
�

Thru
�

RTT & RTT ' RTT
�

RTT
�

Dumbbell
ns-2 113.6 113.37 112.47 110.31 0.085 0.085 0.085 0.085

hybrid model 113.6 114.08 112 110.08 0.0819 0.0819 0.0819 0.0819
relative error 0% 0.6% 0.4% 0.2% 3.6% 3.6% 3.6% 3.6%

Y-shape
ns-2 201.99 116.90 76.80 54.38 0.159 0.204 0.249 0.295

hybrid model 196.40 113.76 81.44 58.96 0.158 0.203 0.248 0.293
relative error 2.8% 2.7% 6.0% 8.4% 0.6% 0.5% 0.4% 0.6%

parking-lot
ns-2 197.8 117.5 78 55.2 0.158 0.203 0.248 0.293

hybrid model 194 126.4 74.92 53.24 0.162 0.206 0.252 0.301
relative error 1.95% 7.6% 4.1% 3.68% 2.5% 1.5% 1.6% 2.78%

for the high bandwidth Y-shape topologies in Figure 10.
The explanation for the signi�cant differencesobserved lie
in the frequent synchronizedlossesthat occur in the high
bandwidthnetworks [28]. Note that when the probability of
synchronizedlossis higher, thebottleneckqueuesizeexhibits
larger variations becausemore �o ws are likely to back-off
approximatelyat the sametime. It is thus not surprisingto
observethatin high-speednetworksthequeuesizedistribution
is lessconcentratedaroundthe queue-fullstate[25].

Figure 11 shows the probability density functions for
the congestionwindow and queuesizes for the 500Mbps-
bottleneckparking-lot topology. Unlike in the 5Mbps dumb-
bell or Y-shapetopologieswhere bottleneckqueuesare not
emptymostof thetime, in this high-speed,multiple bottleneck
topology, queuesbecomeempty more frequently producing
a more chaotic behavior. However, the hybrid model still
reproduceswell the probabilitydensitiesobtainedfrom ns-2
simulations.

While visually comparingtwo densityfunctionsprovidesa
qualitative understandingof their similarity, thereare several
techniquesto comparedensity functions quantitatively. One
well establishedmetric is the �

�

-distance
�

*

�

� [30], which
hasthe desirablepropertythat when / is a densityand �/ an
estimateof / ,
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Thus,if the probabilityof an event � is to be predictedusing
�

/ , the prediction error is never larger than half of the �

�

-
distancebetween / and �

/ . Table IV shows the �

�

-distance
betweenall the distributions comparedin Figures9, 10, and
11. The largest �

�

-distanceis 0.3333,which correspondsto a
maximumerror of .1667in probability.

V. COMPUTATIONAL COMPLEXITY

Modern ordinary differential equation(ODE) solvers are
especiallyef�cient when the state variablesare continuous
functions. However, the state variables of hybrid systems
exhibit occasionaldiscontinuities,which requiresspecialcare

andcan lead to signi�cant computationalburden.In fact, the
simulationtimeof hybridsystemstypically growslinearlywith
the numberof discontinuitiesin the statevariablesbecause
each discontinuity typically requiresthe integration step of
the ODE solver to be interruptedso that the precisetiming of
the discontinuitycan be determined.Betweendiscontinuities
the integrationsteptypically grows rapidly andthesimulation
is quite fast, as long as the ODEs are not-stiff. In our
models,thesediscontinuitiesaremainly causedby two types
of discreteevents:dropsandqueuesbecomingempty. Drops
typically causeTCP to abruptlydecreasethe congestionwin-
dow, whereasaqueuebecomingemptyforcestheoutgoingbit-
ratesto switch from a fractionof theoutgoinglink bandwidth
to theincomingbit-rates. In practice,thefrequenciesat which
theseeventsoccurareessentiallydeterminedby thedrop-rates
of the active �o ws andthe rateat which �o ws startandstop.

Sincethe main factor that determinesthe simulationspeed
is the drop-rate,it is informative to study how it scaleswith
the numberof �o ws. To this effect considerthe well-known
equation� � 


p%qOq�� � , which relatesthe per-�o w throughput
� , the averageRTT, andthe drop probability � . Accordingto
this formula the total drop-ratefor � competing�o ws, which
is equal to � �

� , is given by a

q




 

p%qOq

 . This suggeststhat the
computationalcomplexity is of order �

"

�
�

� $ , scalinglinearly
with the number of �o ws when the per-�o w throughputis
maintainedconstantand is actually inverselyproportionalto
the per-�o w throughputwhen the numberof �o ws remains
constant.This is in sharpcontrastwith event-basedsimulators
for which the computationalcomplexity is essentiallydeter-
minedby the total numberof packetstransmitted,which is of
order �

"

� � $ .

This analysisis con�rmed by the data in Figure 12. This
�gure shows the executiontime speedupde�ned as the ratio
betweentheexecutiontime of a ns-2 packet-level simulation
divided by the execution time of the correspondinghybrid
modelsimulationin modelica [5]. Theseresultscorrespond
to a single-bottlenecktopology where the bottlenecklink' s
propagationdelay is 100 ms andits bandwidthvariedamong
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TABLE IV
�

&

-DISTANCE BETWEEN HISTOGRAMS COMPUTED FROM SIMULATIONS USING NS-2 AND HYBRID MODEL .

cwnd1 cwnd2 cwnd3 cwnd4 bottleneckqueue1 bottleneckqueue2
dumbbell(5Mbps) 0.1951 0.1764 0.1513 0.1771 0.2625 -
Y-shape(5Mbps) 0.1040 0.0783 0.2213 0.0416 0.3333 -
parking-lot (5Mbps) 0.1128 0.1054 0.1749 0.1546 0.1691 02061
Dumbbell (500Mbps) 0.2138 0.2277 0.2354 0.1707 0.1836 -
Y-shape(500Mbps) 0.2226 0.1950 0.1935 0.1852 0.1276 -
parking-lot (500Mbps) 0.1206 0.0682 0.0511 0.0873 0.1313 0.1238
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Fig. 12. Executiontime speedupof hybrid modelover ns-2 simulationfor
dumbbelltopologywith 100 ms propagationdelaybottleneck.

10Mbps,100Mbps,and 1Gbps.We simulatefrom 1 to 100
long-livedTCP�o ws competingfor thebottleneckbandwidth
for 30 minutes of simulation time. Simulations ran on a
1.7GHzPC with 512MB memory. We canseethat the hybrid
model simulation is especiallyattractive for large per-�o w
throughput,for which the speedupcan reachseveral orders
of magnitude.
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Fig. 13. Executiontime speedupof hybrid modelover ns-2 simulationfor
Y-shapeandparking-lot topologieswith backgroundtraf�c.

The executiontime speedupsfor the Y-shapeandparking-
lot topologieswith backgroundtraf�c areshown in Figure13.
Thespeedupfor theY-shapetopologyis largerthanthatof the
parking-lot topology due to the fact that queuesempty more
frequentlyin the latter, resultingin morediscontinuities.

Memoryusagecanalsobea concernwhensimulatinglarge,
complex networks. Hybrid systemsrequireonestatevariable
for each active �o w and one state variable for each �o w
passingthrough a queue.Hence, the memory usagescales
linearly with the numberof �o ws and the numberof queues.
For ns-2 , the memory usagedependson the number of
packets in the system,and hencescaleswith the bandwidth-
delayproduct.

VI . TOOLS AND CASE STUDY

Hybrid systemsmodelinglanguagessuchasmodelica [5]
are special-purposelanguagesdesignedto model complex
physicalsystems.To simplify the useof hybrid modelingby
networking researchers,we developedthe NetworkDescrip-
tion Scripting Language (NDSL) to specify succinctly large,
complex networks using a syntaxsimilar to Object Oriented
TCL (OTCL) in ns-2 .

NDSL primitives include node and link de�nitions, as
well as the parametersthat de�ne the different end-to-end
congestioncontrol protocols.Detailsof NDSL primitivescan
be found in [23]. An NDSLtranslatorautomaticallyconverts
a network NDSL speci�cation into a hybrid modelexpressed
in modelica . In the remainderof this section,we illustrate
the use of thesetools in the simulation of TCP �o ws over
a realistic high-bandwidthnetwork for which packet-level
simulationswould be prohibitively long.

A. CaseStudy:AbileneBackboneNetwork

The Abilene Network (shown in Figure14) is an Internet-
2 high-performancebackbonenetwork connectingresearch
institutions to enablethe developmentof advancedInternet
applicationsandprotocols[6]. Recently, its hasbeenupgraded
to 10Gbpsbackbonelinks using OC-192 circuits. The links
propagationdelaysconsideredareshown in TableV. All links
have a bandwidthof 10Gbpsand we assumedroptail queues
with sizeequalto 25,000packetswith 1K packet size.In this
experiment,we simulatethe threesetsof ten �o ws described
in Table VI. Each �o w startsrandomlybetween0 and 1sec
andterminatesat time 40,000sec.

Fig. 14. Abilene BackboneNetwork

B. Results

We useour hybrid model of the Abilene network to study
how queuesize impacts throughputfairness.To this effect
we vary the queuesizesfrom 25,000to 150,000packets in
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TABLE V

TWO-WAY PROPAGATION DELAY BETWEEN NODES IN THE ABILENE

BACKBONE

source destination prop. delay
Seattle(STTL) Denver (DNVR) 25.608ms

Sunnyvale (SNVA) Denver (DNVR) 25.010ms
Denver (DNVR) KansasCity (KSCY) 10.674ms

KansasCity (KSCY) Indianapolis(IPLS) 9.340ms
Indianapolis(IPLS) Chicago(CHIN) 3.990ms

Chicago(CHIN) New York (NYCM) 20.464ms
Sunnyvale (SNVA) Los Angeles(LOSA) 7.772ms

Los Angeles(LOSA) Houston(HSTN) 31.624ms
Houston(HSTN) Atlanta (ATLA) 19.756ms
Atlanta (ATLA) Washington(WASH) 15.938ms

Washington(WASH) New York (NYCM) 4.412ms
Sunnyvale (SNVA) Seattle(STTL) 16.852ms
Houston(HSTN) KansasCity (KSCY) 15.504ms
Atlanta (ATLA) Indianapolis(IPLS) 10.950ms

TABLE VI

TCP FLOWS SIMULATED OVER ABILENE BACKBONE

sets numberof �o ws prop. delay source/destination
setone 10 15 ms ATLA to CHIN
set two 10 28.8 ms HSTN to CHIN
set three 10 69.5 ms SNVA to NYCM

incrementsof 25,000 and measurethe throughputobtained.
We ran 11hours of simulation time. In this network, one
needssimulationsthis large if one wants to obtain steady-
statethroughput.Note that for a 10Gbpsbackbonewith 70ms
RTT and 1000bytepacket size, the bandwidth-delayproduct
is 87,500 packets. When the queuesize is as large as the
bandwidth-delayproduct, the maximum window size before
a packet is dropsis 175,000packets. If the senderdetectsa
congestionloss at this time, the window size reducesfrom
175,000to 87,500.Thus,it takes87,500RTTs to get another
drop, which amountsto 1 hour and 42 minutes.Simulation
timesaslong asthis arenot feasiblein ns-2 with our 512MB
memoryPC.However, thehybrid systemssimulationrequires
no morethan20minof executiontime. It shouldbenotedthat
versionsof TCPadaptedto high-bandwidthnetworks,suchas
FAST-TCP and HSTCP, reachsteady-statemuch fasterthan
this and, in fact, we currently have hybrid modelsfor these.
However, due to spacelimitations we do not describethose
here.
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Fig. 15. Averagethroughputfairnessbetweenthe threedifferentTCP-Sack
�o w setssimulatedon the Abilene Network

Figure15shows thefairnessratiobetween�o ws in different

sets(cf. TableVI). The fairnessratio
�

�

�

� � is de�ned asthe
ratio betweenthe averagethroughputof the �o ws in sets

	

divided by the averagethroughputof the �o ws in



. When
the queuesize is 25,000,the averagethroughputof setoneis
3.1 times the averagethroughputof set three,but when the
queuesizeincreasesto 150,000,the throughputratio becomes
only 1.5. This is consistentwith the expectationthat, when
the queuingdelayincreasesconsiderably, it will dominatethe
RTT thusdecreasingtheRTT ratio betweenthetwo �o wswith
differentpropagationdelays.However, in topologieslike this
one,theprecisedependenceof thefairnessratiowith thebuffer
size is dif�cult to predictwithout resortingto simulations.

Figure15 also shows the ratio ���

�

� � betweenthe average
RTTs of the �o ws in sets

	

and



(in the reciprocalorder).
Sinceall the �o ws go throughthe samebottleneck(Chicago-
Indianapolis),basedon the TCP-friendly formula one could
expect the fairnessratio to match the reciprocalof the RTT
ratio.Thesimulationsrevealthat this generallyunderestimates
the fairnessratio, especiallywhen the ratio is far from one.
This phenomenahasbeencon�rmed by ns-2 simulationsin
smallernetworks .

VI I . CONCLUSION AND FUTURE WORK

This paper proposesa general framework for building
hybrid modelsto describenetwork behavior. This framework
�lls the gap betweenpacket-level and aggregate modelsby
averagingdiscretevariablesover very short time scales.This
meansthat the modelsare able to capturethe dynamicsof
transientphenomenafairly accurately, as long as their time
constantsare larger than a couple of RTTs. This is quite
appropriatefor the analysisand designof network protocols
including congestioncontrol mechanisms.

To validate our hybrid systemsmodeling framework, we
comparehybrid model againstpacket-level simulationsand
show thattheprobabilitydensityfunctionsmatchveryclosely.
We alsobrie�y describethe softwaretools that we developed
to automatethe generationof hybrid models for complex
networks.We showcasedtheir usewith a casestudyinvolving
the Abilene backbonenetwork.

Our results indicate that simulationsusing hybrid models
shouldbe preferredover packet-level simulatorsin the study
of networkswith large per-�ow bandwidths, whenonewants
to accurately capture tracesof individual �ows and the evo-
lution of buffer sizes.For networks with small bandwidth,the
computationalsaving introducedby hybrid model are small
andonemight aswell rely on packet-level simulators.
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