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Abstract

This paper addresses the solution of large zero-sum matrix games using randomized methods. We formalize a procedure,
termed as sampled saddle point (SSP), by which a player can compute mixed policies that, with a high confidence, are
security policies against an adversary playing the same game and who is also using the SSP procedure. The computational
savings result from solving stochastically sampled subgames that are much smaller than the original game. We provide
two methodologies and determine how large the subgames should be to guarantee the desired level of confidence. The
first methodology provides a game-independent bound on the size of the subgames that can be computed a-priori. The
second methodology is useful when computation limitations prevent a player from satisfying the first game-independent
bound and provides a high-probability bound on how much the outcome of the game can violate the precomputed
security level. We also derive bounds on the sizes of subgames in the case of mismatch between the distributions used
by the two players to obtain their respective subgames using the SSP procedure. We demonstrate the usefulness of these

results in solving a hide-and-seek game that is known to exhibit exponential complexity.
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1. Introduction

A zero-sum matrix game is played between a minimizer
who selects a row, and a maximizer who selects a column
from a matrix, with the pay-off given by the corresponding
entry of the matrix. While a large number of robust design
problems can be formulated as zero-sum matrix games, in
practice, such games lead to extremely large — often infi-
nite — matrices. This is the case in combinatorial prob-
lems, where the decision makers are faced with a num-
ber of possible options that increases exponentially with
the size of the problem; for example, in path planning
problems where the number of paths increases combina-
torially with the number of points to visit [cf. Bellman
(1962)]. Large zero-sum matrix games also arise in par-
tial information feedback games [cf. Hespanha and Pran-
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dini (2001)] wherein optimal strategies are functions of the
players’ past actions and observations and thus, the num-
ber of strategies grows exponentially with the size of the
players’ action spaces.

Inspired by the use of randomized approaches to solve
optimization problems, we consider an approach to solve
very large zero-sum matrix games by using randomized
sampling. Each player reduces her search space by taking a
random sample of the available actions to construct a much
smaller version of the original game. Players then solve
these smaller games and utilize the saddle-point policies
so obtained against each other. We call this procedure the
sampled saddle-point (SSP) algorithm. Since each player
only considers a small submatrix of the original game, the
two players typically consider very different submatrices.
Therefore, the saddle-point policies obtained by this pro-
cess will generally not be security policies for the whole
game. This means that each player may obtain an out-
come that is strictly worse than the value computed based
on her submatrix. However, we show that this happens
with low probability as long as the size of the submatrix
is sufficiently large.

In this framework, a reasonable notion of security pol-
icy for a player is that the outcome of the game should
not be much larger than what the minimizer expects or
much smaller than what the maximizer expects, based on
the computation of the value of her submatrix. In this
paper, we analyze the SSP algorithm for zero-sum games
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and provide conditions under which it leads to a security
policy with high probability.

Related Work

Two-player zero-sum matrix games have been stud-
ied extensively over the past decades [cf. the textbook
by Basar and Olsder (1999)]. The classical Mini-Max the-
orem [cf. Von Neumann (1928)] guarantees the existence
of an optimal pair of strategies for the two players, each
of which is a security policy for the corresponding player.
However, when the matrix is of large size, the computa-
tion of the optimal strategies involves solving optimization
problems with a large number of variables and constraints.

A probabilistic approach has proven to be computa-
tionally efficient in evaluating games with large sizes. Us-
ing probabilistic analysis, the existence of simple, near-
optimal strategies over a subset with logarithmically smaller
size of the original matrix game was established in Lipton
and Young (1994). A popular method to solve win-lose
type of multi-stage or dynamic games is to evaluate the
root of a game tree, in which every node is alternately an
AND and an OR operation, while the leaves have a value
of either 0 or 1. Motwani and Raghavan (1995) present
randomized algorithms to evaluate such game trees more
efficiently than using deterministic algorithms.

Randomized methods have been successful in provid-
ing efficient solutions to complex control design problems
with probabilistic guarantees. Khargonekar and Tikku
(1996) adopt a probabilistic approach to show the exis-
tence of randomized algorithms with polynomial complex-
ity to solve complex robust stability analysis problems.
Tempo et al. (1997) propose a randomized method for a
probabilistic analysis of the worst-case controller perfor-
mance, and determine sample size bounds. A randomized
approach is used in the linear programming reformulation
of approximate dynamic programming in de Farias and
Roy (2004). Vidyasagar (1998); Vidyasagar and Blondel
(2001) demonstrate the use of randomized algorithms to
solve control design problems and a number of well known
complex problems in matrix theory through a statistical
learning approach. Statistical learning theory [cf. Vap-
nik (1998)] provides a framework for probabilistic robust
control synthesis. Using these tools, Alamo et al. (2009)
consider semi-infinite optimization problems under uncer-
tainty with a possibly non-convex objective function.

In Calafiore and Campi (2006); Campi and Garatti
(2008); Campi and Calafiore (2009), the authors intro-
duce the so-called scenario approach to solve convex opti-
mization problems with an infinite number of constraints.
Possible applications of this approach to systems and con-
trol are discussed in Campi et al. (2009). In Alamo et al.
(2010), the authors study the sample complexity of ran-
domized approaches to system analysis and design, and
provide, in particular, an explicit expression of the sample-
size for the scenario approach to convex optimization based
on an approximation of the implicit expression given in
Campi and Garatti (2008). The results in these papers

are instrumental to establish several of the results in the
present paper.

Contributions

The contributions of this paper are four-fold. First,
based on results from the scenario approach, we show that
when the sizes of the subgames solved by each player are
sufficiently large, the SSP algorithm provides security poli-
cies for both players with some pre-specified high proba-
bility 1 — 6. The bounds on the sizes of the subgames are
game independent and are computable a-priori. Not sur-
prisingly, they grow with the desired confidence level 1—4.
However, they are independent of the size of the original
matriz game, which could, in fact, be even infinite and not
even have a value.

Second, we propose a methodology that provides an a-
posteriori, high-probability bound on the deviation of the
game outcome from the pre-computed security level. In
particular, regardless of the size of the subgames solved
by each player, we provide a high-probability bound on
how much a player can expect the outcome of the game to
violate the security value computed based on the subma-
trix used to determine her saddle-point equilibrium. This
bound is computed after a player selects and solves her
subgame.

The above two contributions refer to the case when the
players use identical distributions to select their subgames.
We then analyze the effect of a mismatch between the sam-
pling distributions used by the players via two approaches.
The first approach adopts sample complexity bounds ob-
tained in Erdogan and Iyengar (2006), which deals with
the so-called ambiguous chance constrained problems. More
precisely, we determine bounds on the sizes of the sub-
matrices in the SSP algorithm for players using different
distributions that are within a specified distance p < 1,
measured in the Prohorov metric. This approach requires
no knowledge of the original matrix, but the bounds hold
only when the confidence parameter satisfies the condi-
tion 0 > p. We then provide a second approach based on
a different characterization of the mismatch between the
sampling distributions, and determine bounds on the sizes
of the submatrices for which the SSP algorithm provides
security policies with high probability. In comparison to
the first approach, the bounds in the second approach hold
for any J, but require the knowledge of the entries of the
original matrix of the game. Further, we show that when
the mismatch is associated with policy domination in the
matrix game, then the bounds in the latter approach re-
duce to the sample complexity bounds of the case of no
mismatch. This means that, if the minimizer figures out
that a set of actions for the other player would always lead
to a larger outcome than another set of actions, then the
minimizer can secure herself by sampling actions out of the
former set instead of the latter set, without any change in
the probabilistic bounds.

Fourth and finally, we apply the methodologies to solve
a hide-and-seek game, in which one player hides a treasure



in one of N points and the other player searches for the
treasure by visiting each of the points. This is formalized
as a zero-sum game in which the player that hides the
treasure wants to maximize the distance that the other
player needs to travel until the treasure is found. To de-
termine the optimal strategy for this game, one needs to
solve a matrix game whose size is N x N!. Thus, exact
solutions to this problem require computation that scales
exponentially with the number of points N. Our approach
is independent of the size of the game and therefore the size
of the matrix plays no role in the amount of computation
required.

As compared to the preliminary conference version [cf.
Bopardikar et al. (2010)], this paper presents new results
on mismatch in the distributions used by the players to
construct the subgames, and improves upon the explicit
sample size bounds based on results from Alamo et al.
(2010).

Organization

This paper is organized as follows. The problem formu-
lation and the SSP algorithm are presented in Section 2.
Bounds on probabilistic guarantees when the two players
use identical distributions to sample the matrix are estab-
lished in Section 3. These bounds are extended in Section 4
to allow mismatch between the distributions. Finally, we
demonstrate the procedure applied to the hide-and-seek
problem in Section 5.

2. Sampled Saddle-Point Algorithm

Consider a zero-sum matrix game defined by an M x N
matrix A, in which player Py is the minimizer and selects
rows and player Ps is the maximizer and selects columns.
We are interested in problems for which the matrix A is
too large to permit the computation of mixed saddle-points
and therefore the players are forced to consider only sub-
matrices of A to select their policies. This scenario moti-
vates the introduction of the sampled saddle-point (SSP)
Algorithm 1.

We call the outcomes V(A1) and V(As) of Algorithm
1 the sampled security values of the game for Py and Ps,
respectively. Similarly, we call y* and z* the sampled se-
curity policies for players P; and Py, respectively.

We say that the SSP algorithm is e-secure for player
P1 with confidence 1 — § if

PF1,H1,F2,H2 (y*/AZ* S V(Al) + 6) Z 1-— 6 (1)

Here and in the sequel, we use a subscript in the probabil-
ity measure P to emphasize which random variables define
the event that is being measured. In essence, condition (1)
states that the probability that the outcome of the game
will violate P1’s sampled security value by more than € is
smaller than §. Similarly, we say that the SSP algorithm
is e-secure for player Py with confidence 1 — § if

Prom o, (Y7 Az >V (Ay) —e) 2 1-6. (2)

Algorithm 1 [SSP algorithm]

1. Each player Py, k € {1,2} randomly selects my, rows
and ny columns of A, which she uses to construct an
my X ny submatrix Ay of A. Denoting by B¥*¢ the
set of k x ¢ left-stochastic (0, 1)-matrices (i.e., matri-
ces whose entries belong to the set {0,1} and whose
columns add up to one), we can express the process of
constructing each submatrix A, by randomly selecting
two random matrices T'y, € BM*™% and II, € BN *™»
and then computing the product:

Ay, = T}, ATl

2: Each player Py, k € {1,2} computes the mixed secu-
rity value and the corresponding security policy for her
submatrix Ag:

V(Ay) = max yi'Ajz = min max y' A,z

z2€8n, YESm, 2E€Sn,

Z(AQ) ES ernslfnlg y/AQZ; = Z}ggiz ernsl}nlz y/AQZ
where y; (resp. z3) is a mixed security policy for Py
(resp. P2) in the submatrix game A; (resp. Az). Spm,
and S, denote the probability simplexes of appropri-
ate dimensions.

3: Player Py selects a row according to the distribution
y1, whereas Pa selects a column according to the dis-
tribution 23, which correspond to the following policies
for the original game: y* :=I'1yj, 2* := Il»25 and the
following game outcome:

Yt Az = T Allp 2.

The previous definitions guarantee that the two players
will be surprised with (low) probability § when playing
with policies obtained from a one-shot solution to the SSP
algorithm. However, no specific guarantee is given regard-
ing the inherent safety of the policies/values obtained us-
ing this algorithm. So, e.g., suppose that player P; com-
putes y* once using the SSP algorithm and then plays this
policy multiple times against a sequence of policies z* that
Ps obtained by running the SSP algorithm multiple times,
P1 could conceivably be surprised many more times that
one would expect for a low value of §. This would happen
if she was “unlucky” and got a particular (low probabil-
ity) y* that is particularly bad or a value V(A;) that is
particularly optimistic. To avoid this scenario, we intro-
duce additional notions of security that refer to specific
policies/values: we say that a policy y* with value V(A;)
1s e-secure for player Py with confidence 1 — § if

Pr, m, (y*/Az* < V(A + €|y, V(Al)) >1-4 (3)

and that a policy z* with value V (As) is e-secure for player
Po with confidence 1 — § if

PF17H1 (y*/AZ* Z Z(Ag) — € | Z*, K(Al)) Z 1-— 5



Note that the subscripts in the probability measure
now only include the matrices corresponding to random ex-
tractions by the other player, since the probability guaran-
tees are given for specific policies and values of one player.

So far, we have not specified the joint distribution of
the row/column extraction matrices I'y, I'y, IT3, ITo, but this
distribution will clearly affect the outcomes of the algo-
rithm. In the context of noncooperative games, one should
presume the extractions of the two players to be indepen-
dent of each other. For simplicity, we will further assume
that players extract rows and columns independently, as
stated in the following assumption:

Assumption 2.1 (Independence) The random matri-
ces 'y, 111, Ty, Il are statistically independent and each of
them has independent and identically distributed columns.
|

Remark 2.1 (Non-matrix games) The results in this
paper do not depend on the fact that the original game is
a matrix game. They extend trivially to any cost-function
J(u,d), w € U, d € D where U and D denote the sets of
policies for the minimizer and maximizer, respectively. In
fact, it is not even necessary that the original game has
saddle-point policies since all that the SSP algorithm uses
is the fact that when we take finite samples of the sets of
policies, we obtain finite matrix games. m

Remark 2.2 (Non-unique security policies) When the

matrices A; and A have multiple security policies, the
SSP algorithm does not specify which of these should be
used to define the sampled security policies. However, the
choice of security policy may have a significant effect on
the value of the probabilities in (1) and (2). The results
in the scenario approach, which we will subsequently use,
hold under the assumption that the solution to the sam-
pled convex program exists and is unique. If this is not the
case, then, in Campi and Garatti (2008), it is suggested to
break the tie by selecting the solution with the minimum
Euclidean norm for the results of the scenario approach
to still hold. This rule can be applied to choose from the
non-unique security policies. |

3. Bounds for Probabilistic Guarantees

In this section, we present theoretical bounds on the
size of the submatrices that guarantee that the SSP al-
gorithm and the resulting policies are probabilistically se-
cure. The results of this section focus on the case when
the players sample their submatrices from identical distri-
butions. This assumption will be relaxed in Section 4.

3.1. A-priori Bounds

The main result of this section provides an a-priori
bound on the size of the submatrices for the players that
guarantees e-security with e = 0. We state the result for
player Py. The result for Py is analogous.

Theorem 3.1 (A-priori bounds) Suppose that Assump-
tion 2.1 holds and that 11y and Ils have identically dis-
tributed columns. Let § € (0,1). If ny satisfies

ny = [ml L 1]752 (4)

for some o > no, then the SSP algorithm is € = 0-secure
for Py with confidence 1 — 6.
If ny is further increased so as to satisfy

n1:[%(ln%erler/Zmlln%)—‘ﬁg (5)

for some B € (0,1), then, with probability* higher than
1 — B, the policy y* with value V(A1) is € = 0-secure for
P1 with confidence 1 — 4.

In words, this results states that it is always possi-
ble to guarantee ¢ = 0-security for Py, if she constructs
her submatrix A; utilizing a sufficiently large number of
columns. In particular, she always needs to choose a num-
ber of columns n; larger than the number of columns no
that Ps is considering for her mixed policies [cf. (4) and
(5)]. The additional number of columns that P; needs to
consider is a function of the number my of rows that P;
wants to consider for her mixed policy and the desired
confidence levels.

The confidence level 1 — 3 that appears in the bound
(5) for Py’s policy-specific probabilistic guarantees refers
to the probability that the bound fails altogether due to an
“unfortunate” sample used by Py to compute the policy y*.
However, note that only the logarithm of the confidence
level B appears in bounds regarding the security of y*.
One can therefore make 3 extremely small with a relatively
small additional computational cost.

In the probabilistic guarantees provided by Theorem 3.1
with (4), the confidence 1 — d refers to the extraction of
all the row/column matrices I';, T's, I3, IT5 as in (1). How-
ever, for the probabilistic guaranteed with (5), the con-
fidence 1 — 0 refers to the extraction of I'g,II5 as in (3),
whereas the confidence 1 — 3 refers solely to the extraction
of the matrix II; and holds for any given matrix I'; (as
shown in the proof).

Remark 3.2 (P;’s knowledge of ny) According to The-
orem 3.1, for player Py to enjoy guaranteed e = 0-security

with confidence 1 — §, she must know an upper bound 75

on the number of columns that P, is using to construct

her submatrix As. Even if Py does not know 7o precisely

and, e.g., underestimates no by a certain percentage, then

(4) and (5) are still useful in that they predict that the

performance degradation in the confidence level ¢ should

grow proportionately with n5. This is because the bounds

in (4) and (5) essentially scale with 72/9. m

IThe confidence level 8 for Py refers solely to the extraction of
the matrix II; and holds for any given matrix I'y.



Suppose that one of the player, say Py, restricts herself
to pure policies instead of mixed policies. Then, she will
apply the following procedure.

Algorithm 2 [SSP algorithm with pure policies]

1: Py randomly selects two matrices I'y € BM>*™1 and
II; € BVX™ and then computes the product:

Ay = T AlL.

2: Py computes the pure security value and the corre-
sponding pure security policy for her submatrix A;:

V(A1) = max e;-(m1) Az

zE ny

. !
= min  max e;(my) A4z,
i€{l,...,m1} z€ESn,

yr = € (m1)7

where e;(my) denotes the ith element of the canonical
basis of R™1.

3: P1 selects row i* of Aj, which corresponds to the
following sampled pure policy for the original game:

Yy =Ty

A bound similar to (5) can be established for a sampled
pure security policy y, with pure security level V,(A1).
This bound holds irrespectively of the fact that player Po
adopts a pure rather than a mixed policy.

Theorem 3.3 (Bound with pure policies) Suppose
that Assumption 2.1 holds and that 11 and Ils have identi-
cally distributed columns. Let dis(T'1 A) denote the number
of distinct entries in the submatriz T1A, and 6 € (0,1). If
ny satisfies

mi - dlS(FlA) _
n———=>1n
5 5 25

for some B € (0,1) and fia > no, then with probability
higher than 1 — (3, the sampled pure policy y, with the

pure security value Vp(Al) obtained through Algorithm 2
is € = 0-secure for Py with confidence 1 — 6.

In several matrix games, e.g., situations of win-lose-tie,
the number of distinct entries in the matrix A, and there-
fore dis(I'1 A), is small. Even if this is not the case, com-
putational savings occur even for a large size N of matrix
A since dis(T'; A) < m N and, hence, ny depends logarith-
mically on N. Note that Theorem 3.3 provides a signif-
icant improvement with respect to Theorem 3.1 in terms
of computational complexity, since n; only grows with the
logarithm of m; instead of linearly as in (5). However, the
corresponding pure security level Vp(Al) could be much
higher than the one obtained with mixed policies V (A1).
Thus, pure policies are useful to consider only if faced with
computational difficulties.

We now present the proof of Theorem 3.1.
Proof of Theorem 3.1: By definition of the security value
V(A;), we have that

V(A)) = yg}glgl nggj;l y' Ty ATl 2

= min max _y' T Alle;(nq)

YyESm, je{l,...,n1}

:Iglelél{v :y/FllAnlej(nl) S’U, v] € {17"'777'1}}? (6)

where the notation e;(n) denotes the jth element of the
canonical basis of R", 0 := (y1,v), and © := S, x R.

Since n; is an integer multiple of 7o, ie., ny = Kng
with K = P"ITH — 1], we can take the Kno columns of

I, € BN*E7z2 to construct K independent and identically
distributed (i.i.d.) matrices Ay, Ag,..., Ak, each in the
set BN*"2_If we then define the function f. : © x BN 72,

parameterized by I € BM >
fr (07 A) = max yiF/AAej (ﬁQ) -0, (7)
je{1,...,n2}

we can rewrite (6) as

V(A) = Jgéiél{v D fe (0,0) <0, Vie{l,...,K}},

Let the minimum above be achieved for some 6* = (y7,
V(Ay1)). For any given realization of the matrix I'y (which
is independent of the A; by Assumption 2.1) we conclude
from (Campi and Calafiore, 2009, Proposition 3) that the
(conditional) probability that another matrix A sampled
independently from the same distribution as the A; satis-
fies the constraint f. (6%, A) < 0 can be lower-bounded as
follows:

KE=mo 5 (s

Pr,a (fr, (07.8) <O|T1) > St >

where the second inequality is a consequence of (4). Using
the definition of f. and 6*, we can re-write (8) as

Pr, a (47 THAAej(n2) < V(Ay),
Vj e {1,...,T_L2} | Fl) >1-4.

Since ny < ng, we further conclude that

Pr, a (47 THAAej(n2) < V(Ay),
Vj € {17...,712} | Fl) Z 1-6.
Under Assumption 2.1, when the columns of II; and Il
are identically distributed, the matrix consisting of the

first no columns of A can be viewed as the matrix IIs and
we conclude from the inequality above that

Py, (45 T Allzej(ng) < V(Ay),
Vj e {17...,77,2} | Fl) >1-4.



Since

yf’F’lAﬂgej(ng) < V(Al), Vj S {1, .. .,ng} =
YT Alloz < V(Ay), Vz € 8™,

we conclude that
Pr, rpu, (47 T1AILzs < V(Ay) [Ty) >1-46.

We have shown that this bound holds for an arbitrary re-
alization of I'y, therefore it also holds for the unconditional
probability, which shows that the SSP algorithm is € = 0-
secure for P; with confidence 1 — 4.

If instead of applying (Campi and Calafiore, 2009, Propo-
sition 3) we apply (Alamo et al., 2010, Theorem 4), then
using (5), we conclude that

(9)

with probability higher than 1 — 8, where the confidence
level 1 — 8 refers to the extraction of Iy = [Ay,..., Ak]
that defines 6* (given I'y). The proof can now proceed
exactly as before, but with (8) replaced by inequality (9),
which now involves a probability conditioned to y* and
V(A;). This shows that if n; satisfies (5), then with prob-
ability higher than 1 — 3, the policy y* with value V(4;)
is € = 0-secure for P; with confidence 1 — §. ]

Pa (f, (07,8) 0| T1,07) 2146

The proof of Theorem 3.3 is similar to the second part
of the proof of Theorem 3.1, with the main difference being
that the policy selection involves optimizing over a finite
set of cardinality dis(I'1A), and, hence, one can use the
bounds in (Alamo et al., 2010, Theorem 3) instead of those
in (Alamo et al., 2010, Theorem 4).

Proof of Theorem 3.3: By the definition of the pure secu-
rity value, we have that

A= i,y e eibm) AT
[ ) Z€O0n,
= min max €i(m1)IF/1AH16j(n1)

i€{l,....m1} j€{l,...,n1}
= Iarélé)l {'U : €i(m1)IF/1AH1€j(n1) <w, Vj S {1, . 7n1}}7
(10)

where 0 := (e;(m1),v), and © := Basis(R™) x D(I'1 A),
where Basis(R™?) denotes the canonical basis on R™ and
D(T'1A) denotes the set of distinct entries in the matrix
I'1 A. In other words, the cardinality of © is mq - dis(T'1 A).

Since n; is an integer multiple of 7o, ie., ny = Kny
with K = [% In %M—‘ , we can take the Ko columns

of IT; € BVN*K72 to construct K i.i.d. matrices Ay, Ag, ...,
Ak, each in the set BN*™2  If we define the function
g 1 © x BNX"2 parameterized by T' € BM>*™m1

0 max
JE{L,...;n2}

1, otherwise,

ei(ml)T'AAej(ﬁg) —v <0,
Ir (97 A) =

then we can rewrite (10) as

K
‘_/p(Al) = Igrélg {U : kz:grl (97Al) < O}a

=1

Let the minimum above be achieved for some 6* = (e;+(my),
V,(A1)). For any given realization of the matrix I'y, we
conclude from (Alamo et al., 2010, Theorem 3) that the
(conditional) probability that another matrix A sampled
independently from the same distribution as the A; satis-
fies the constraint g. (6%, A) = 0 can be lower-bounded as
follows:

Pa (g, (07,0) =0 T1,07) > 14,

with probability higher than 1 — 8, where the confidence
level 1 — 8 refers to the extraction of IT; = [A4,..., Ak]
that defines 6* (given I'y). Based on the definition of ¢
and g, (0,A), this is equivalent to

Pa (ei* (ml)'F’lAAej(ﬁg) < Vp(Al), Vj e {1, ... 7ﬁ2}
| Fl,ei* (ml),Vp(Al)) 2 1-9.

Since ny < ng, we further conclude that

Pa (ei* (ml)/F’lAAej(ng) < VP<A1), V] S {1, . 7’I’L2}
| Fl,ei* (m1), Vp(Al)) Z 1-— (5

Due to Assumption 2.1, when the columns of II; and Il
are identically distributed, the matrix consisting of the
first no columns of A can be viewed as the matrix Il and
we conclude from the inequality above that

PH2 (62'* (ml)lfllAHer(ng) < %(Al), V] S {1, . ,77,2}
| Fl,ei* (ml),I_/p(Al)) Z 1-6.

Since

e (m1) T1 Allge;(ng) < Vy(Ar), Vi € {1,...,na}
= €4+ (ml)ll“’lAHQ,z; < Vp(Al),

where z* is the sampled security policy for player Py, we
conclude that

Pr, 1, (4, Az < Vo(A1) | 5, Vo(Ar)) 210

This shows that, with probability higher than 1 — 3, the
sampled pure policy y; with pure security level Vo(4y) is
€ = 0-secure for P; with confidence 1 — 4. ]

3.2. A-posteriori Probabilistic Guarantees

Suppose that, due to computational limitations, player
P1 cannot satisfy the bounds in Theorem 3.1 to obtain
€ = O-security for a given level of confidence 1 — §. One
option to overcome this difficulty would be to settle for a
lower level of confidence until the bounds in Theorem 3.1
hold for a value of n; that is computationally acceptable



Algorithm 3 [SSP algorithm with a-posteriori guar-
antees]

1: Py picks values for mq,nq, and executes the SSP Al-
gorithm 1 to compute a sampled security policy y* =
I'1yy, and the corresponding sampled security value
V(A4y).

2: Using the column distribution of Iy, P; randomly se-
lect a matrix IT; € BN**1 and computes

y*/Aﬂlej(kl), (11)

U= max
JE{1,....k1}

where e;(k1) denotes the jth element of the canonical
basis of R¥1.

for P;. However, one may desire to maintain the same
high level of confidence, and instead accept a wviolation €
of the sampled security value. In this section, we explore
this option, which is not covered by Theorem 3.1.

The following result provides an a-posteriori guarantee
on the quality of the so-obtained solution.

Theorem 3.4 (A-posteriori bounds) Suppose that As-
sumption 2.1 holds and I1y and Iy have identically dis-
tributed columns. Let § € (0,1). If ky satisfies

1

ky = [f - 1} g, (12)
0

for some fia > no, then the SSP Algorithm 8 is e-secure

for P; with confidence 1 — 9 for any

e>v—V(A). (13)

If kq is further increased so as to satisfy

1.1
for some 3 € (0,1), then, with probability higher than 1 —
B, the policy y* with value V(A1) is e-secure for Py with
confidence 1 — 4. A

In the probabilistic guarantee provided by Theorem 3.4
with (12), the confidence 1—¢ refers not only to the extrac-
tion of the row/column matrices 'y, T's, IT;, II5, but also to
the test matrix II; since e depends on it, i.e., (1) should
be understood as

PF1,H17F2,H271:11 (y*/AZ* < V(Al) + 6) >1-0. (15)

For the probabilistic guarantee with (14), the confidence
1 — 0 refers to the extraction of I's, Il, i.e., (3) should be
understood as

Pr,m, (v Az* <V(A) +e€|y*, V(A1), e) >1-96

whereas the confidence 1 — f3 refers solely to the extraction
of the matrix II;.

Proof of Theorem 3.4: From the definition of v and (13),
we conclude that

V(Al) +e€ Z U= y*/Al:Ilej(KFLQL (16)

max
JE€{1,....,Kna}

where K = % — 1—‘.
Define the function f : Sy x BN *72

f(yvA) =

max
JE{l,...;n2}

y'Alej(nz), (17)
Partitioning the columns of II; € BV *X72 to construct K
i.i.d. matrices A1, Ao, ..., Ak, each in the set BN*"2, we
can rewrite (16) as

V(A1) +e¢> max
ie{l,..K}

fly, Ag). (18)
For any given realizations of y* and V(A;) (which are
independent of the A;), we conclude from (Campi and
Calafiore, 2009, Proposition 4) that the (conditional) prob-
ability that another matrix A, sampled independently from
the same distribution as the A;, satisfies the constraint
fly*,A) < max;e(1,.. K} f(y*, A;) can be lower-bounded
as follows:

Pﬁl,A (f_(y*a A) < max

£ % Al * Y/ A
< max J" A0 [y, V(A))

>1-, (19)

where the second inequality is a consequence of (12). From
the definition of f and (18), we conclude from (19) that

max y*’AAej(ﬁg) < V(Ap)+e | y*,‘_/(Al))

J€{L,....n2}

Pﬁl,A(
2 1- 67

and therefore

P, A (y*’AAej(ﬁz) <V(A)+e Vje{l,... as}

Since ng < 7ig, we further conclude that

P, a (y*/AABj(nz) < V(A1) +e Vje{l,...,na}

| y*,V(A1)> >1-04.

Under Assumption 2.1, when the columns of II; and
II; are identically distributed, the matrix consisting of the
first ny columns of A can be viewed as the matrix Il and
we conclude from the inequality above that

P, o, (y*/AHer(ng) < V(A1) +e Vje{l,...,na}

[y V() =14,



Given that

y*/AHQBj(nQ) < V(Al) + €, Vj S {1, - 7’I’L2}
=y Allyz < V(A)) +¢€, Yz € Sy,

we get that

Pr,mm (47 ATz < V(A1) + €| y*, V(A1) 2 1-6.

Since we have shown that this bound holds for arbitrary
realizations of y* and V(A;), it also holds for the uncon-
ditional probability, from which (15) follows.

If instead of applying (Campi and Calafiore, 2009, Propo-
sition 4) we use (14) and apply (Campi and Garatti, 2008,
Theorem 1), we conclude that

Pa(fy'.8) < _max  f(y", A0 |y V(Ar),e) 2134,
ie{l,...,.K}
with probability higher than 1 — 3, where the confidence
level 1 — j refers to the extraction of II; = [Aq,..., Ak]
that defines €. The proof can now proceed exactly as be-
fore, but with (19) replaced by the inequality above that
now involves a probability conditioned to y*, V(4;), and
€. This shows that, with probability higher than 1— 3, the
policy y* with value V(A;) is e-secure for P; with confi-
dence 1 — 4. [

4. Mismatch in the Sampling Distributions

In this section, we analyze the effect of a mismatch
between the sampling distributions used by the players
through two different approaches. The first approach is
independent of the game matrix A and relies on the charac-
terization of the mismatch in Erdogan and Iyengar (2006).
The second approach provides a novel characterization of
the mismatch, which depends on matrix A, and, as a side
result, extends the scenario bounds to mismatched distri-
butions.

In both cases, statements will be given from the per-
spective of player P, by considering a possible mismatch
in the column distributions of II; and Ily. Similar results
hold for player P, when there is a mismatch in the column
distributions of 'y and I's. All proofs are provided in the
Appendix.

4.1. A Matriz-independent Approach

We first recall the definition of Prohorov metric to eval-
uate the distance between probability measures. Let P and
P denote two probability measures defined on some metric
space (H,d). Then, the distance between P and P accord-
ing to the Prohorov metric is given by

7(P,P) = inf{r| P(B) < P(B") 4+ r,VB € F(H)}
where F(H) denotes the Borel sigma algebra on H and

B":={x e H]| iglfs’ d(z,z) <r}. (20)

In particular, if H is a discrete set, then one can take d to
be the discrete metric

d(xl,l'g) = {

1, .T17é.%‘2,
0, x1=xs.

Based on the results on ambiguous chance constrained
problems in Erdogan and Iyengar (2006), the following
theorem can be proven. This result should be viewed as a
generalization of Theorem 3.1 (for policy security) for the
case of mismatched distributions.

Theorem 4.1 (Matrix-independent mismatch) Suppose

that Assumption 2.1 holds and that the columns of I1; and
IIy are sampled according to distributions P and P, respec-
tively, with ﬂ(PﬁZ,f’m) < p <1 for some ng > nsy.

Given § € (p,1) and B € (0,1), let ny = Kng, where

Ami+1), 2
0—p H(S—p—"
(21)

Kz[ m%+ﬂmﬁﬂ%%

d—p

Then, with prolzabilz’tyz higher than 1— 8, the policy y* with
security value V(A1) obtained through the SSP Algorithm
1 is € = 0-secure for Py with confidence 1 — 9.

Note that a limitation of this approach is that it is
applicable only for 6 > p. In the next sub-section, we
will provide an alternative approach to characterizing the
mismatch that leads to sample complexity bounds without
this restriction on the confidence parameter §. This is
achieved by exploiting the information on the entries of
matrix A.

4.2. A Matriz-dependent Mismatch Characterization

In this sub-section, we present an alternative charac-
terization of mismatch between the sampling distributions
and provide sample complexity bounds on the sizes of the
submatrices to be sampled. In particular, we show that,
in the case of mismatched distributions, Theorem 3.1 still
holds but with the parameter § increased by a certain fac-
tor quantifying the mismatch between the two distribu-
tions.

We begin with two intermediate results. The first re-
sult extends (Campi and Calafiore, 2009, Proposition 3) to
mismatched distributions. Consider a sequence of K ran-
dom variables A1, As, ..., Ak, which are independent
and identically distributed over some set D according to
the probability measure Pa®. Further consider a function
f:© x D — R that is convex in its first argument, which
takes values in some convex set © C R™. Define the ran-
dom variable*

0* = argmingee {60 : f(0,A;) <0,Vi=1,...,K}, (22)

2This probability refers to the extraction of the matrix IT; which
defines the policy y* and V(Ay).

3In what follows, we implicitly assume that all sets that appear
as arguments of probability measures are measurable.

4In case of several possible multiple minima, the tie breaking rule
in Remark 2.2 should be applied.



where ¢ € R™.

Let A be a random variable that is independent of
Ay, ..., Ak and distributed according to a distinct proba-
bility measure Px on D. Then, the following result holds.

Lemma 4.2 Suppose that there exist non-negative num-
bers €, u such that

Px (f(0,A) > €) < uPa (f(6,A) >0),¥0 € 0. (23)
Then,
Paanac (F08) Se) 21— L0 (2

Note that (23) always holds for the following choice of pu:

s Px (f(Q,A) > 6)
beb Pa (f(6,4) > 0)’

1= ple) = (25)

where 1i(€) can be viewed as a mismatch parameter. When
the distribution of A is identical to that of A, (23) holds
for e = 0, and with g = u(0) = 1.

Next, we generalize (Alamo et al., 2010, Theorem 4),
which involves two levels of probability, to the case of mis-
matched distributions.

Lemma 4.3 Given § € (0,1), 8 € (0,1) and € > 0, sup-
pose that K satisfies

K> [u(e%(ln% +(ng — 1)+ /2(ng — 1)1%)].

Then, with probability’ higher than 1 — 3,
Px (f(6%,A) <e|d*) >1-06.

In the context of the SSP algorithm for player Py, 0 =
(y1,v) € O = (S, R), A € D = BVN*"2 for some ny > na,
and function f(0,A) is parameterized by a matrix ' €
BM>xm1 a5 follows

fr(oaA) -

max

T AAe;(ng) — v,
je{l,..qﬁz}yl J( 2)

(26)
where I identifies the rows of A chosen by player P; to con-
struct her subgame matrix A;. The above lemmas can be
used to prove the following result, which should be viewed
as an alternative generalization of Theorem 3.1 for the case
of mismatched distributions.

Theorem 4.4 (Matrix-dependent mismatch) Suppose
that Assumption 2.1 holds and that the columns of the ma-
trices Iy and Iy are sampled according to distributions P
and P, respectively. Let ny > no and

PA (fF(Q,A) > 6)

fmis(€) 1= sup (27)
pcoresmxm Pa (fu(0,4) >0)
5The confidence level 1 — 3 refers to the extraction of Ay, ... Ax

that defines 6*.

where f. is defined in (26) and A and A are random vari-
ables taking values on BNXﬁ? with distributions given by

Pa =P™ and Py = 15n2, respectively. If nqy satisfies

1
ny = ’;Lmis(e) m - 1—‘ 7_7'23

- (28)

for some § € (0,1) and € > 0, then the SSP Algorithm 1
is e-secure with confidence 1 — § for player P1. If ny is
further increased to satisfy

ny = [umis(e)%(ln% +mq+4/2mq1n %)—‘ﬁg (29)

for some € (0,1), then, with7p1ﬂobability6 higher than
1 — B, the policy y* with value V(A7) is e-secure for Py
with confidence 1 — 4.

Theorem 4.4 demonstrates that when there is a mis-
match in the sampling distributions of the players, the
sizes of the subgames should be selected taking into ac-
count the mismatch parameter fimis(€) in (27). The larger
the mismatch, the larger one should select the subgames
for the same level of confidence. Alternatively, one can
keep the subgames with the same size, but be prepared to
accept for a lower confidence (larger ¢).

The bounds in both the approaches described in Sec-
tion 4.1 and in this subsection can be large. For the ap-
proach in Section 4.1, the bound is large if the probabil-
ity of some columns being selected using the measure P
is zero whereas using P is almost one, since in that case
7T(Pﬁ2,15n2) ~ 1, irrespectively of A. For the approach
in this section, the bounds are typically large when P;
(unlike P2) extracts with low probability those columns of
I A that are likely to result in constraint violation, e.g.,
if Pa (fp, (0,A) >0) ~0and Px (f,, (0,A) >0) ~1, for
some 6 € O.

The results in this section have the advantage over the
ones in Section 4.1 that they exploit properties of the ma-
trix A. This is important when the structure of the matrix
A dictates that some mismatch should not lead to a degra-
dation in the confidence levels. We shall see in the next
section that this is the case when A exhibits some forms
of policy domination.This is shown next with reference to
player Py. The result for Py is symmetric.

4.2.1. Matrixz games with Dominated policies

Consider a situation when P; knows of some particu-
larly good policies that Po may apply to play the game.
For example, suppose that the entries in some column ¢
of A are all element-wise larger than those in some other
column ¢;. In this case, it turns out that Py can increase
the probability of sampling the column co at the expense

S6The confidence level 1 — B refers to the extraction of
[A1,...,Ag] =: I using the measure P (.) that defines y* and
V(Ay).



of decreasing the probability of selecting ¢;. This mis-
match should not require a larger bound on the number of
columns to sample. This observation is formalized in the
remaining of this section.

We begin with the following notion of dominance.

Definition 1 (e-Dominance) Given an M x N matriz
A, the vector d* € BN*1 is said to be e-dominated by the
vector d € BN*Y for some € > 0 if

ei(M) Ad* <e; (M) Ad+e, Vie{l,...,M},

where e;(M) denotes the ith element of the canonical basis
of RM,

With e = 0, the above definition becomes identical to
that of domination between pure policies in matrix games
(cf. Basar and Olsder (1999)). Next, we introduce the
notion of two sampling distributions being perturbed.

Definition 2 (Perturbed sampling) Given two distinct
elements d and d* of BN*1 and two probability measures
P and P on BN*!, P is a perturbation of P with respect
to the pair (d,d*) if

1. P differs from P only over {d,d*} C BN*1, i.e.,

P(e;(N)) = P(e;(N)),

for all j such that ej(N) & {d*,d}, where ej(N) de-
notes the jth element of the canonical basis of RN ;

2. the probability of extracting d* according to P is smaller
than according to P, i.e.,

P(d*) < P(d*).
We now present the main result of this sub-section.

Theorem 4.5 (Domination) Given the game matriz A,
suppose that for some € > 0, there exist distinct columns
d* € BN*! and d € BN such that d* is e-dominated by d.
Suppose that Assumption 2.1 holds and that the columns of
matrices I1y and Iy are sampled according to distributions
P and P, respectively. If P is a perturbation of P with
respect to (d,d*), then Theorem 4.4 holds with pimis(€) = 1.

This result shows that even when Py extracts with low
probability (possibly equal to zero) the column d*, the
bounds of Section 3 hold.

5. Example: Hide-and-seek matrix game

In this section, we apply the procedures from Sections 3
to a classic search problem through many points in a plane.

Consider a zero-sum game where P; hides a non-moving
object (treasure) in one of N points {p1,...,pn} C R? on
the plane and Py has to find the treasure with minimum
cost, by traveling from point to point until she finds it.
The game is played over the set of mixed policies:

10

e P; chooses a probability distribution z € Sy for the
treasure over the N points, and

e Py chooses a probability distribution y € Sj; over
theset R :={rj:j=1,...,M} of M := N! routes
that start at Pi’s initial position py € R? and go
through all possible permutations of the points.

Each route is assigned a cost equal to its total Euclidean
length:

N
c(rj) =D llr(k) —r;(k = D),
k=1

where 7;(0) := py and each subsequent r;(k) € R? k €
{1,..., N} denotes the kth point in the route ;. When
P1 chooses to hide the treasure at point ¢ and Ps selects
route r;, the outcome of the game is equal to the cost of
route r; from its initial point until the point p; where the
treasure lies. Namely,

ki
Aij == Il (k) =75 (k = DI, (30)
k=1
where the summation ends at the index kJ; for which

7j(k};) corresponds to the point i where the treasure is
hidden. The minus sign in (30) is needed to maintain con-
sistency with the formulation in the first part of the paper,
where Py is the minimizer. Indeed, P; hides the treasure
to maximize the distance and therefore to minimize the
entries of A.

For a large N, the exact computation of the optimal
mixed strategies is intractable because the size of the ma-
trix A is N x N!. However, the results in this paper lead to
a computational complexity that is independent of the size
of the game, which means that we can provide probabilis-
tic guarantees for games with an arbitrarily large number
of points.

In this particular game, only the player P, that chooses
paths has a large number of options (M = N!) so we can
assume that both players consider all possible N locations
where P; can hide the treasure (all rows of A), but ran-
domly select only a small number of paths (columns of A)
to construct their submatrices. This means that the player
P5 that selects the paths will never be surprised since she
always considers all options for the actions of P;. How-
ever, the player P; that hides the treasure should respect
the bounds provided by Theorems 3.1 and 3.4 to avoid
unpleasant surprises.

In our numerical experiments, we considered N = 10
points distributed uniformly randomly in a square region
of side length equal to 50 units. For a fixed value of 7,
B, and 0, we ran the a-posteriori procedure multiple times
(described in Section 3.2) using the bound in (14), and
studied the outcome v in (11) for increasing values of n;
up to the corresponding a-priori bound (5), indicated by an



arrow in Figure 1. Since ¥ is obtained through a random-
ized procedure, it is a random variable and takes different
values in the different Monte Carlo runs. Figure 1 shows
the 90 percentile curve (dot-dashed) such that 90% of the
realizations of ¥ fall below this curve. The 50 percentile
curve is also shown (dashed). We then repeated the exper-
iments using the a-posteriori bound in (12), and studied
the outcome o in (11) for increasing values of nq up to the
corresponding a-priori bound (4). The 90% (solid) and the
50% (thin dashed) percentile curves for the bound in (12)
are also shown in Figure 1.

We observe that all of these curves are reasonably ”flat”,
implying that with choices of n; a few orders of magnitude
lower than the a-priori bound, one can obtain a security
strategy with a relatively small increase in the a-posteriori
security level v. For example, from Figure 1, we conclude
that with a value of ny; up to 40 times lower than the a-
priori bound (5) needed for € = O-security of the policy y*,
in 90% (resp. 50%) of the simulations, the increase in the
a-posteriori security level v for the strategy y* is at most
5 (resp. 3) units.

Figure 2 summarizes numerical results obtained with
a higher value of the number ny. Akin to Figure 1, we
observe that all of the curves are reasonably flat. Com-
pared to Figure 1, the outcome v increases on average,
as is expected because player Py is now allowed to search
over a larger number of columns. E.g., for n; = 1000,
the 90 percentile curve is higher than in Figure 1 by at
most 5 units. Our numerical results indicate that allowing
for a small increase in the a-posteriori security level, the
minimizer needs to sample much fewer columns than the
corresponding a-priori bound, thereby leading to signifi-
cant computational savings.

~70[ 90-percentile curve using bound (14)
- - -50-percentile curve using bound (14)|
—90-percentile curve using bound (12)

- - -50-percentile curve using bound (12)|

ny 10

Figure 1: Numerically determined percentile values of the a-
posteriori outcome v (cf. Section 3.2) for different values of n;. In
these experiments, the number of points is N = 10, side length of
the square region is 50 units, m; = fis = 10, § = 0.01, 8 = 1077,
and the rows and the columns were drawn uniformly randomly.

6. Conclusions and Future Directions

We addressed the solution of large zero-sum matrix
games using randomized techniques. We provided a pro-
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90-percentile curve using bound (14)
- - -50-percentile curve using bound (14)|
——90-percentile curve using bound (12)|
- - 50—percentile curve using bound (12)

10

Figure 2: Numerically determined values of the a-posteriori outcome
¥ (cf. Section 3.2) for different values of ni. In these experiments,
N =10, m1 = 10,722 = 1000, § = 0.01, 8 = 10~°, and the rows and
the columns were drawn uniformly randomly.

cedure by which each player samples a submatrix, com-
putes mixed policies for the submatrix and uses the re-
sulting optimal strategy to play against the other player.
We proposed a new probabilistic notion of security pol-
icy and level for each player, and derived a-priori game-
independent bounds on the size of the submatrices that
guarantees a security policy with high probability. We
also presented an a-posteriori bound on how much the
outcome of the game can violate the precomputed secu-
rity level if the size of the submatrices do not satisfy the
a-priori bounds. We then analyzed the effect of sampling
mismatch between the two players. We extended the the-
oretical bounds given the distributions used by the two
players, and also analyzed the case of policy domination
in matrix games. Finally, we applied the technique to solve
a combinatorial hide-and-seek game.

This work suggests a number of exciting future direc-
tions of research. Ome promising direction is to explore
incremental optimization techniques to reduce the bound
on the size of the submatrices. Another direction being
presently explored is to extend the sampling procedure
to dynamic or multi-stage games. Additionally, it would
also be interesting to analyze closed-loop versions of the
hide-and-seek game that involve the searcher taking mea-
surements of the location of the treasure as it moves from
point to point (cf. Borri et al. (2011)).
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Appendix

In this Appendix, we provide the proofs of the results
in Section 4.

Proof of Theorem 4.1: Following the same steps as in the
proof of Theorem 3.1, we obtain that the security value
V(A1) can be expressed as:

V(A = r@xgg{v f, (6,A0) <O0Vie {1,...,1{}}, (31)

where 6 = (y,v) € Sp, x R and f,. is defined in (7).
Given that for any A; € BN*72,

A=A & d(A,Az) < p,
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where 0 < p < 1 and d(-,) is the discrete metric, (31) is
equivalent to

V =mi : <
V(4y) min {v:f. (0,A) <0, VA such that
d(A,A;) < p for some i € {1,...,K}}.

Suppose that the minimum above is achieved for some
0* = (y},V(Ay)). Matrices A; are random variables with
probability distribution P™2 over H := BN*72 c RNx72
Then, for any given realization of the matrix I'y (which is
independent of the A;), we can conclude from (Erdogan

and Iyengar, 2006, Theorem 6) that for any random vari-

able A with probability distribution Pa = P" over H

Pa (fo, (0°,A) <0 |T,0%) > 104, (32)

oK mi+
mi+1

Here, the confidence refers to the extraction of matrix
IT; = [Ay,...,Ak] that defines 6* (given I'y). Using the

definition of f. and 6*, we can re-write (32) as

1
with a confidence at least 17( e~ (0=p)(K—(mi+1))

Pa (yi'TiAAej(n2) < V(A1), Vj € {1,..., 02}
| F17y>1ka V(Al)) 2 1—9.
Under Assumption 2.1, the matrix consisting of the

first no columns of A can be viewed as the matrix Il and
we conclude from the inequality above that

Pr, (yi'T)Allze;(n2) < V(Ay),
VJ € {1,...,77,2} | FlayT;V(Al)) Z 1-9.

Since

yT/F&AHQBJ‘(’I’Lg) < V(A1), Vj € {1, - ,ng} =
yT'F'lAHQZ < V(Al), Vz € Snz,

we get that
PFz,H’z (yiklrllAHQZ; < V(Al) | Flny,V(Al)) >1-—0.

Since we have shown that this bound holds for an
arbitrary realization of I'y, it also holds for the uncon-
ditional probability. This shows that, with probability

mi+1
higher than 1 — (meﬁl) ' e~ (0= (K=(mi+1)) " the pol-

icy y* with value V(A1) obtained by the SSP algorithm 1
is € = 0-secure for P; with confidence 1 — .

To conclude the proof, we only need to show that (21)
implies that

(i>m1+le*(5fp)(K7(ml+1)) <B. (33)

mq+ 1



For short, write m := mq + 1. Then,

2
L S

1
In— +2m +
o—p

B

K> 2
5=,

1
K>
R

—p
m

G R

1
since — > 1—Inx,
d—p

x
ln%+m+ %<1+ln%)

1 K
— << — — — — —
= In 5= (6 —p)(K—m)—m—mln

).

= K>
> 5,

K
=182 ~(6 = p)(K —m) +mn "
eK

=02 (
m
and thus, (21) implies (33).

Proof of Lemma 4.2: Given that

PA A, ...Ax (f(ﬁﬂ&) > 6)
| Pa (167,8) > e|o)].
we can use (23) to conclude that

PA AL ...Ak (f(&*,ﬁ) > 6)

< HEA,,. Ak [PA (f(6%,A) > 0|9*)}
< Ko
T K+1

where the second inequality follows from

(Campi and Calafiore, 2009, Proposition 3). [

Proof of Lemma 4.3: By (Alamo et al., 2010, Theorem 4),
if we fix an arbitrary ¢ € (0,1) and K satisfies

)me—w—p)(ff—m),

K> %(1n%+(n9—1)+ 2(n9—1)ln%>—‘,

then, with probability 7 higher than 1 — 3,
Pa (f(@*,A) > 0|9*) <.
From definition of p(e) in (25) it follows that
Pa (F(678) > €]0%) < ule) Pa (F(6°,2) > 0]67).
By combining the last two inequalities, we obtain

Pz (f(0*,A) <€|0*) =1—Pz (f(0*,A) > ¢|67)

> 1- /1‘(6)57
so that setting § := &/u(e), the claim is proved. n
"The confidence level 1 — 3 refers to the extraction of Ay, ... Ax

that defines 6*.
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Proof of Theorem 4.4: Since matrix II; has ny = Knsy
columns with K = | s (€) ™5 — 1-|7 following the same

steps as in the proof of Theorem 3.1, we can partition
II; into K i.i.d. matrices Ay, Ag,..., Ak, each in the set
BN*7"2 and express the security value V(A1) as:

V(A1) = min {v Lo (0,A) <OVie{l,... ,K}}, (34)
with 0 = (y,v) € © =8,,,, X R, and f,. defined in (26).

Let the minimum in (34) be achieved for some 0*
(y1,V(A1)). Matrices A; are random variables distributed
according to Pa = P™ over BVN*"2. For any given real-
ization of the matrix I'; (which is independent of the A;
by Assumption 2.1) we conclude from Lemma 4.2 and the
definition of fimis(€) in (27), that the (conditional) prob-
ability that another matrix A, sampled independently of
BNX’H,Q ,

the A; according to probability PR = P" over
satisfies

K — mi
K+1

>

Py, 4 (fr, (0°.A) < €| T}) >1-4,

(35)

where the second inequality is a consequence of (28). Us-
ing the definition of f,. from (26) and 0*, we can re-write
(35) as
Pl'Il,A (yik/].—‘/lAAGJ(ﬁg) S V(Al) + €,
Vie{l,...,no} [T1) > 1—34.

Since ny < ngy, we further conclude that
Py, A (yi‘/I"lAAej(ng) <V(A) +e,
V] S {1,...,TL2} | Fl) 2 1-6.

Under Assumption 2.1, the matrix consisting of the first
no columns of A can be viewed as the matrix II, and we
conclude from the inequality above that
Pri, i, (9111 Allzej(ng) < V(A1) +e,
\V/j S {1,...,’{7,2} | Fl) >1-6.

Since
yi T Allze;(ng) < V(A1) +e Vje{l,...,na} =
yi T Allpz < V(Ay) + €, V2 € Sy,
we conclude that
Pr, rom, (47 Th Az 2 < V(A1) +¢|T1) >1-46.

Since we have shown that this bound holds for an arbitrary
realization of I'y, it also holds for the unconditional prob-
ability, which shows that the SSP algorithm is e-secure for
P; with confidence 1 — 4.

If instead of applying Lemma 4.2, we apply Lemma 4.3,
then using (29), we conclude that

Pa (fo, (0°,A) <e|T1,0°) >1-96



with probability higher than 1 — 3, where the confidence
level 1 — 8 refers to the extraction of IT; = [Aq,..., Ak]
that defines 6* (given I'y). The proof can now proceed
exactly as before, but with (35) replaced by the inequality
above, which now involves a probability conditioned to y*
and V(A;). This shows that, with probability higher than
1 — B, the policy y* with value V(A;) is e-secure for P,
with confidence 1 — 4. ]

Proof of Theorem 4.5:
To prove Theorem 4.5, we just need to show that

P (fo(0,A) > €) <Pa (f.(6,4) >0), (36)

for any 0 € ©, I' € BM*™1 gince from this condition we
have that pimis(€) defined in (27) is not larger than 1.

Fix 0 = (y1,v) € ©@ and ' € BM>™1_ Let us distinguish
between the following two cases:

Case 1) d* satisfies

yiIVAd" —v > € (37)
Case 2) d* satisfies
yiTVAd" —v < e (38)
As for case 1, observe that
Pa (fe(8,8)>0) =1—Pa (f.(6,4) <0).  (39)

Now, given that the columns of A are extracted indepen-
dently according to P, we have

Pa (f-(6,4) <0) = > H P(c;),

{A=e1 ey cay )i fp (6,0) <0} =1

where ¢; € BY*! denotes the jth column of A.
Since from Definition 1 of e-dominance and equation (37)
we obtain

W I"Ad —v > yiI"Ad* —v —€ >0,

we can conclude that the columns ¢;, j = 1,...,72, of A
such that f.(0,A) = maxjeq1,. a0 Y11 AAej(R2) —v =
max;e(1,... ;) Y11 Acj —v < 0 must be different from both
d and d*. By Definition 2, we then have that P(c;) =

].5(0]—), j=1,...,79, and, hence,

Pa (fo(6,A) <0) = > ]_2[15(@)

{A=[c1,..., cay | fr (0,A)<0} i=1
=Pa (f-(0.4) £0).

Now, if we plug this in equation (39), we get that

i.e., equation (36) holds in case 1.

As for case 2, we start considering the case when d
satisfies

yiIVAd — v > e

Note that Px (f.(,A) < €) can be expressed as fol-
lows

Pa (fu(6,A) <) = ) I[P

{A=[e1,..., Cny )i fp (0,A)<e} 5=1

Since the columns ¢;, j = 1,..., 79, of any A = [¢1, ..., Cn,]
such that f.(6,A) = max e, m,} Y11 A¢; —v < € must
be different from d and the probability of extracting any
such column according to P is larger than according to P
(see Definition 2), we get

PA (fr(evﬁ)ge) > Z

{A=[ey,...,
=Pa (fr(eaA) < E)

From this it follows that

i.e. equation (36) holds.
‘We shall consider now the last subcase when d satisfies

yiI"Ad —v <e. (40)

We start noting that Pz (f.(6,A) > €) is the probability
that at least one of the columns, say ¢, of A satisfies

yiTVAC — v > e.

Let
C={ceBVN* yTVAc—v > ¢}.

Set pc = > _.cc P(c) and pc = > .- P(c). Then,
PA (fr(gvﬁ) > E) =1- (1 *ﬁC)T_Q’

where (1 —p¢)™ is the probability of all 723 independently
extracted columns of A not belonging to set C'. Similarly,

Pa (fF(Q,A) > 6) =1- (1 —pc)ﬁz.

Now, since CN{d,d*} = () (see equations (38) and (40)
and the definition of set C'), from Definition 2 it follows
that pc = pe, and therefore

Px (fF(G,A) > 6) =Pa (fF(H,A) > 6)
<Pa (fr(ovA) > 0)

Given that we have shown that equation (36) holds for
arbitrary values of § and T', the proof is completed. [



