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1 Estimation over a faulty network

Consider the problem of estimating the state of a linear systems
x(k+1) = Az(k) + Bw(k), VE>0,

at a remote location, based on state measurements transmitted over a faulty network. The input w(k) is
assumed to be wide-sense stationary with zero mean and finite covariance matrix. The dynamics of an
optimal remote estimator are given by

Az(k) successful transmission of z(k)

i:(k+1)_{

Az(k) unsuccessful transmission of z(k), Vk >0,
which lead to the following dynamics for the error e(k) := z(k) — (k)

e(k+1) = Bw(k) successful transmission of z(k)
| Ae(k) + Bw(k) unsuccessful transmission of z(k)
= (1—o(k))Ae(k) + Bw(k), Vk=>0, (1)

)
where o (k) = 1 if the transmission of x(k) succeeded and o(k) = 0 otherwise.

o
(

1.1 Single path

Suppose that data is sent over a single link that can fail with probability p and that once the link fails, it
remains off for an exponentially distributed amount of time with mean T'. The variable

o(k) = 0 link not working at time &
" )1 link working at time k

is a discrete-time Markov chain with finite state @ := {0, 1}, transition probability matrix

1

1- 1 1
P = T T,
[ p 1= p]
and steady-state distribution 7 given by

!
o - pT 1
TP=P & w= [—1+pT —1+pT} .



pT
1+pT "

The steady-state probability of failure is therefore equal to

In this scenario, (1) holds with o(k) = 8(k), Yk > 0. From Theorem 1, we conclude that the error is MSS
if and only if there exist matrices Py, P, > 0 such that’

1 1
(1 — T)A’POA < B, ZARA<P.

Such matrices exist if and only if ,/%A is schur, i.e., if

IN[A]| < % & T(NAP-1) <PAP & NAI<lorT<

A[A]1%
IAA])? =1

For |A[A]| = 1 + ¢, with very small ¢, this leads to

(1+¢)? 1
T<-—"17 ~_
<(1—|—e)2—1 2¢

1.2 Multiple paths

Suppose that the data is sent over either one of two links. Denoting by p(k) € {1,2} the link used at time
k, we assume that

1 wp. 1/2
p(k) = /
2 w.p. 1.2,

with the p(k) i.i.d. As before, each link can fail with probability p and that once a link fails, it remains off
for an exponentially distributed amount of time with mean 7. The variable

none of the links working at time &

O(k) = only the link other than p(k) working at time &
o only the link p(k) working at time &

w NN = O

both links working at time k

is a discrete-time Markov chain with finite state @ := {0, 1,2, 3}, transition probability matrix

(1-7) 7(1-7) 7(1-7) 1%

p— |A=7)p 3(0-7)A=-p+35 s(0-7)A-p)+35 F
1-3)p s0-7)0-p+3% 30-7)0-p+iE F
p? p(1—p) p(1—p) (1—-p)?

and steady-state distribution 7 given by

_ _ 272 T T 1 !
=P & W‘[(lipw T TP <1+pT)2}'

1The other equivalent conditions would be
1
(1 — i)A/POA < Po, pA/P()A < P1,
(1-2)APoA+ S APLA< P
T 0 T 1 0,

1
(1 — i)A/P()A +pA/P1A < Py,



The steady-state probability of failure is therefore equal to (1’_’33;)2 + 4 prT)2 =3 igT’ which is exactly the

same as in the single-path case.

In this scenario, (1) holds with

[0 ak)e{0,1}
U(k)_{l oy e (2,35 =0

From Theorem 1, we conclude that the error is MSS if and only if there exist matrices Py, P, P, P3 > 0
such that

pooA'PyA+ p1oA'PLA < Py, po1A'PyA+p1A'PLA < Py,
po2A'PyA+ p12 A'PLA < P, posA'PyA+ p13A'PLA < Ps.

Since no “active” constraints are posed on P, and P, it suffices to find Py and P; such that

1 1
(1= 5)ARA+(1- Z)pAPA< R,

1,1 1 1

(-2 ARA+5((1-2)(1-p) + Z)APA< P,

When A = a is a scalar, T' > 1 and, without loss of generality, taking Py = 1, P; = p; > 0 we obtain

1 2 2 1 2
(1—T)a +(1—T)pap1<1
1 1 1 1 P
—(1-=)a? —(1—— 1-— —)2 ,
T( T)a +2 ( T)( p)+T a"p1 < p1
which is equivalent to
2
1-(1-%)"a? 1 1 p 1 1
_ 1——(1—— 1-— —) 2) — (1 - =)a?,
Prs T ) pa? (1-3(0-Pu=p+F)a)n> 7= )
Therefore we need
1
(1-5) e <1,
1 1 P\ o
“(1-2)a- —) 1
(- p-p+F)e <1
L O T oY
_ 1 2
(L=p)pa® "1 1((1= $)(1 - p)+ £)a?
or equivalently
T oT 1— (T=1)2,2 1712
a< ——, a? < : T(fT S TinL :
T-1 (Tr-1)(1—-p)+p L pa? 1 — I=DU-p)tp Ué; AP ;2
For very small p, we basically need
T 9 2T a 9 9
—_— —_— T< ——, - 2 —a“)T.
a<T—1’ a<T_1 & <a_1, a® < (2—a%)

For a = 1 + ¢, with very small ¢, this leads to




A Appendix

A.1 Markov Jump Linear Systems

Consider the following linear system
z(k+1)= Ag(k)x(k) + Bg(k)w(k), vk > 0, (2)

with state (k) € R™ and a wide sense stationary input disturbance w(k) € R™ with finite first and second
moments, E[w(k)] = py € R™ and Ejw(k)w(k)'] = Ry, € R™ ™| respectively. The sequence 6(k) is the
state of a discrete-time Markov chain with a finite state-space Q with IV elements and transition probability
matrix P := [p;j]nxn, where p;j, i, € Q denotes the probability of transition from state ¢ to state j.

The system (2) is said to be mean-square stable (MSS) if for every initial condition z(0) = z¢ € R”,
every initial distribution for 6(0), and every wide sense stationary input disturbance w(k) € R™ with finite
first and second moments, we have that

Efz(k)] — q, E[z(k)z(k)'] — Q,
for some vector ¢ € R™ and matrix @ € R™*".

Theorem 1 (MSS stability [1]). The system (2) is MSS if and only if there exist matrices P; >0, i € Q
such that

Zpl]A;‘PZAZ < Pj, Vj € Q.
i€Q

The theorem still holds if the above LMI is replaced by any one of the following three alternatives:

Zp”A-;PJAJ < Pi, Vi € Q,

JjEQ
A;(ZPZJPJ)AZ<PM ViGQ,
JjEQ
A;(Zpijpi>Aj<Pju Vj e Q. 0
i€Q
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