                                                  Inf ormatica 25  (2001)  533 ˘ 543

533

Ap proach  to compon en t - b ased synth esis of fau lt - tolerant softw are

Behrooz Parhami

Universit y of Cali fornia, Santa Barbara, CA 93106, USA

Phone: +1 805 893 3211, Fax: +1 805 893 3262

parhami @ece.ucsb.edu

Keywords:  comp onent s, design diversit y, fault  t olera nce, mul ti channel comput ati on, multiversi on soft ware, software

reliabilit y, safet y, software reuse, wei ghted voti ng.

Received:  June 6, 2001

                                     N - version programming (NVP) and accept ance testing (AT) are est abli shed methods f or obt aining

                                     highl y reli able result s f rom imperf ect  soft ware. In NVP, several  program modules are execut ed

                                     i ndependently and the final result is deri ved by voting on the modul e outputs. In AT (as embodi ed, f or

                                     example, in t he recovery - block construct), output s of  a program modul e are subj ect ed to an acceptance

                                     t est  and i n the event  of  failing the t est, alt ernate modules are i nvoked, until a module produces results

                                     t hat pass the t est. Vari ous symmet ric combi nations of  NVP and AT  techniques have also been suggest ed.

                                     We  have f ound that  a more general  view, allowing t he i nsert ion of ATs at  arbit rary points wit hin a

                                     suit ably constructed multi channel  comput ation graph can lead to hi gher reliabili ty and/or great er cost -

                                     eff ecti veness co mpared t o the previ ously envisaged hybrid schemes such as consensus recovery blocks,

                                     recoverable N - version bl ocks, and N - self - checking programs. Accordingl y, we introduce MTV graphs,

                                     and their simplified dat a - driven versi on cal led DD - MTV graphs, as compone nt - based frameworks f or

                                     t he creati on, represent ation, and analysi s of hybrid NVP - AT schemes. MTV graphs model vari ations i n

                                     f ault - tol erant soft ware architect ures built of computati on module (M), acceptance test  (T), and vot er (V)

                                     component s. Followi ng the defi niti on of (DD - )MTV graphs, we present several exampl es of hybrid

                                     NVP - AT schemes, as instances of f ault - t ol erant software based on our component - based approach, and

                                     quantif y t he resulting reli ability i mprovement s. We show, f or exampl e, that certain, som ewhat

                                     asymmetric, combinations of M, T, and V components l ead t o hi gher reliabilities and/ or lower cost than

                                     previ ously proposed symmetric arrangements. We  conclude that  our component - based approach

                                     f acilitates desi gn space explorati on for f aul t - t ol erant s oft ware and leads to reli abilit y i mprovements due

                                     t o the double eff ect  of  architect ural opt imizati on and component refi nement afforded by reuse .

1  Int roduction

Appli cations of highl y dependable computer systems are

no longer li mit ed t o exoti c space expl or ati on and defense

s yste ms. A mul titude of i nformat ion and control  syst ems

i n avioni cs, t ransportation, transacti on processi ng, and

process monit oring also rel y on exist ence of ultrareli able

comput ati onal resources [32] , [43]. Wit h the continuall y

i ncreasin g compl exi t y of hardware and software

modules, and t he attendant  i mpossibilit y of

i mpl ement ing perfect  (defect -  or fault - free) component s,

t he use of multi - channel comput ati ons wit h design

di versit y  [2] , [16], [17], [ 23], [51] has emerged as a

practi cal  an d cost - effect ive approach.

                       Di verse mult ichannel  computations t ake advant age

of t he propert y that , wit h adequat e t esti ng, malfunct ions

caused b y residual  design defect s are rare and occur onl y

for hi ghl y unusual  set s of input conditi ons. It is t hus

likel y t hat  malfuncti ons of independentl y const ruct ed

modules, based on the same initi al speci fi cati ons, occur

for di fferent input stat es. This desi gn diversi t y approach

has been found useful for hardware subs ystems [45] and

for dat a [1] as well, but  it s primar y a pplicati on area is in

construct ing highl y rel iable software s yst ems based  on
one of two di st inct  paradigms: Vot ing on mul ti pl e

versions and accept ance t esti ng of resul ts [13] , [24].

Foll owing the success of hardware and data

repli cati on methods i n tolerati ng physi cal  fault s i n

comput i ng syst e ms, the use of N - Version Programmi ng

(NVP) was proposed t o allow t olerance of software

desi gn flaws [3], [8]. In NVP, several  program modul es

are execut ed independentl y and the final result  is

obt ained b y vot ing on t he module result s. Vot ing, as used

here, covers a wi de vari et y of t echniques in t erms of

sophisticat ion, flexi bilit y, and computational  compl exit y

[15] , [30] , [ 33] and need not  be implemented through

si mpl e matching and majority rule. Several  other terms,

suc h as ^consensus~ [3] and ^adjudicati on~ [9]  have been

used to descri be the deci sion process t hat  computes an

out put based on possi bl y i nexact  or i ncompl ete results

provided by mul tiple redundant  modul es.

An i mport ant  objecti on t o NV P i s that  independence

o f desi gn fl aws in multi pl e versi ons cannot be guarant eed

and t hat  commonl y used speci fi cati on and software

desi gn t echniques ma y l ead to rel ated fault s i n

i ndependentl y designed ver sions [21] . Such relat ed faul ts

ma y cause i dent i cal  or si milar errors and t hus l ead to an

534

                    Inf ormatica 25  (2001)  533 ˘ 543       B. Par hami
i ncorrect voter out put. However, this i s a criti ci sm of
dependabilit y anal yses for NVP and t he att endant
quantitati ve cl aims of reli abilit y i mprovement . The
usefulness of t he NVP approach has never been i n doubt.

In some c ontexts, di versit y i s more  readil y ensured [35].

Al so, at tempts have been made to model t he effect s of
correlat ed fail ures (e.g., [12], [25], [27]).

                      The t echni que of accept ance testing, e.g. as proposed
i n the recover y - bl ock scheme [38], [ 39] i s al so based on
desi gn di versit y. An accept ance t est is an appli cati on -
dependent routine that eit her accept s a result or decl ares
it i ncorrect /suspect. Our confidence in an ^accepted~
result  being actuall y ^c orrect ~ depends on the
t horoughness (covera ge) of the accept ance t est and i ts
o wn reli abilit y. A Ts c ome in man y different  forms; from
si mpl e reasonabl eness checks to more c ompl ex, high -
covera ge vali dat ors. Assuming that the correctness of
module result  can be judged fai rl y accurat el y b y appl yi ng
an AT, alternate modul es can be i nvoke d sequentiall y i n
some specified order until  one has produced a result
passi ng the AT. This result  is taken t o be correct.

                      The mai n probl em with redundanc y techni ques that
rel y sol el y on A T for vali dating a result  i s t he diffi cult y
of desi gning good accept ance t ests t hat  are both si mpl e
and thorough. Cert ai n computations are easil y chec ked
t hrough mat hemati cal properties t hat  relat e t he output s t o
t he i nputs or b y wa y of i nverse computations where t he y
exi st  [6]. In a great  majori t y of cases, however, t he o nl y
sure way of checking result  vali dit y wi t h hi gh confidence
i s t o si mpl y recomput e usi ng al gorithms and/ or hardware
wit h di verse desi gns or operational  characteri stics.

                      Rel i abilit y eval uation for NVP and AT schemes has
been present ed in [ 5], [ 11], [23] , [37], [41], [50], [52] .

Li ngui sti c const ructs for descri bi ng adjudicati on and
except ion handli ng schemes for mul ti - version programs
have been proposed in [26]. Ki m et al [ 18], [19], [20]
have st udied archit ect ures for, and desi gn issues
pertaining to, i m pl ementing a modi fi ed form of the
recover y block scheme i n a dist ri buted envi ronment . The
resulting di stribut ed recover y block (DRB) scheme uses
concurrent  execution of t ry bl ocks  t o all ow fast  forward
recover y. Dugan and Lyu [10] di scuss t he relat ive meri t s
of DRB, NVP, and NSCP (see the next  paragraph).

                      Several  groups have t ried t o combine NVP and AT.

One such att empt  i s consensus recover y bl ocks (CRB) in
which n  versions are execut ed and their result s are
compared [40]. If there i s agreement  bet ween two or
more  versions, t hen thei r common result  i s assumed
correct and used. Otherwi se, the n  di sagreei ng result s are
subject ed t o an AT i s some prespecified order and the
fi rst  t o pass the test  is t aken as the correct  output.

Anot her case i s recoverable N - vers i on blocks (RNV B) i n
which ATs are run on module output s and onl y t hose t hat
pass are provided t o the voter [ 14]. Thi s approach has
also been sugge sted in [ 5], [16] and, under the name ^N
self - checking programmi ng~  (NSCP), i n [22], [24].

Conceptuall y rel at ed to the effort s above, but different  in
t erms of comp onent s and impl ementation, i s processor -
dat a - check method , and it s graph - t heoreti c formul ati on,
i n algorit hm - based fault t ol erance [ 4], [44] , [36].

                      Clearl y, these are just  examples of the wa ys in whi ch

NVP and AT approaches can be combi ned. CRB
essent iall y appl ies NVP (wit h relaxed 2 - out - of - n  vot ing)

and AT schemes sequenti all y and one at  a time. Because
no AT is appli ed in the case of, sa y, t wo agreeing result s,
t here is some chance of a n erroneous out put  being
propagated. Furt hermore, a c om mon AT is assumed and
desi gn di versit y i s not applied t o the AT. Both RNVB
and NSCP  approaches envisage appl ying ATs uniforml y
t o all  versions. This l eads t o an i ncrease i n compl exit y
si nce ATs ma y essenti all y be dup licates of computat ional
modules. We have found t hat  a more general  vi ew,
all owing the inserti on of ATs at  arbitrar y points wit hi n a
suit abl y constructed multi channel comput ati on graph can
l ead t o hi gher reliabil it y and/or great er cost - effectiveness
compar ed to the previ ousl y envi saged hybrid schemes
such as consensus recovery bl ocks, recoverabl e N -
version blocks, and N - self - checki ng programs.

Accordi ngl y, we i ntroduce MTV graphs, and t heir
si mplified data - driven version call ed DD - MTV graphs,
as component - b ased frameworks for the creati on,
represent ati on, and anal ysis of h ybri d NVP - AT sche mes.

MTV graphs model variations in fault - t ol erant  software
archit ect ures built  of comput at i on module (M),
acceptance t est (T), and vot er (V) components [34].

Foll owing the  defi niti on of (DD - )MTV graphs, we
present several  exampl es of hybrid NVP - AT scheme s, as
i nst ances of fault - t ol erant software architectures
developed based on our comp onent - based approach, and
quantif y t he reliabilit y improvement s the y achi eve. We
show, fo r exampl e, t hat cert ain, somewhat as ymmetri c,
combi nati ons of M, T, and V components can l ead t o
hi gher rel iabiliti es t han previousl y proposed s ymm et ri c
arrangement s havi ng compara ble or hi gher compl exiti es.

We concl ude that our comp onent - based approach
fa cilitat es t he expl orat i on of t he design space for faul t -
t ol erant  soft ware and leads to rel iabilit y i mprove ment s
due t o t he doubl e effect  of archit ect ural  opti mization and
comp onent  refinement  afforded b y reuse.

The rest  of t hi s paper i s organi zed as fol low s.

Secti on 2 cont ains basi c definitions and assumpt i ons as
well as examples of a more general hybri d NVP - AT
schemes i n order t o mot i vate the subsequent di scussi on.

Secti ons 3 and 4 anal yze NV P schemes in which 1 or k
of the n  versi ons, respecti vel y, have b een repl aced by

ATs. Sect ion 5 deals with an exampl e of more general
combi ni ng schemes. Sect ion 6 exami nes t he effect of
correlat ed failures. Conclusions and directi ons for furt her
research appear in Sect ion 7.

2  Terminology and assumptions

The quest ion t hat  we have set out  to answer is how to
combi ne the techniques of NVP and AT in an opti mal
wa y in order t o achi eve the best  possi bl e result s. More
speci fi call y, our ultimat e goal  i s to be abl e to combine
di verse component s (software modules, acceptance test s,
vot ing algorit hms) in a sys tematic wa y i n order t o
maxi mi ze the correctness probabilit y of the out put wit h a
given overall  complexit y or t o achieve a desi red
correctness probabil it y wit h mi ni mal cost .

Unfort unat el y,  in view of difficulties in esti mating
r eli abilit y and cost  parameters, except  i n ver y li mit ed
cases [42] , these probl ems are currentl y i nt ractabl e when
posed in t hei r full  generalit y. So, i n t hi s ini tial  st ud y, we
endeavor t o obt ain result s for a rat her li mi ted set  of more
speci fi c questi ons wi th several si mpli fying assumpti ons.

Our hope is t hat wit h further research, the domain can be

broadened and t he assumptions graduall y rel axed.

                      Here are our main objecti ves for t hi s paper:

                      1. Demonstrate that  certai n novel, somewhat

as ym met ri c, arrangement s  of modules, acceptance t ests,

and voters could be more reli able than earlier proposal s.

                      2. Fi nd optimali t y result s in cert ain speci al cases;

e.g., when t he arrangement cont ains a si ngle accept ance

t est  or onl y one level of vot i ng.

                      3. Provide exampl es of h ow the models and

t echniques used to anal yze  the special  cases can be

ext ended to deal wit h more compl icat ed arrangement s.

                      4. Generate int erest  in further s ystemat ic studies of

t he met hodology, and t radeoff issues, for component -

based s ynthesi s of fault - t o l erant  soft ware.

                      The fol lowing defi nitions and assumptions are

needed in our di scussi ons and anal yses.

                      2.1. Definition  ˘  MTV graph :  An MTV (Modul e -

Test - Vot er) graph  i s a directed ac ycli c graph wi th one

^In~, one ^Out~, and possi bl y one ^Error~ node, pl us a ny

number of nodes of t hree other t ypes: Modules (M),

acceptance test s (T), and vot ers (V).

                        M:  Comput es a resul t based on its i nput s and sends

                                               it t o a T or V node or t o Out .

                        T:  Accept s it s input and forwards it  or reject s it  and

                                               acti vat es some M or T nodes .

                        V:  Forwards the result  of weighted plurali t y vot i ng

                                               or act ivates some M or T nodes.

The inner worki ngs of M and T components are

appli cati on - dependent. We make no assumpt ion about

t hese parts except that they have known, st ati sticall y

i ndependent  reliabi lit y paramet ers (see 2.2 - 2.4). Vot er

comp onent s are more for mally descri bed i n Def. 2.5. The

nodes are connected by directed edges representi ng data

t ransfers and cont rol s. In diagrams, forwarding of dat a

(t he ^P~ output of an AT or t he voting result  from a V

node) is represent ed b y sol id edges while acti vati on

control s (the ^F~  output  of an AT or an i ndeci sive vot i ng

out come) are represented b y dot ted edges.

¨

                      Fi gures 1 and 2 contai n examples of MTV graphs

whose full  meanings will  become clear foll owing th e

i nt roducti on of several  more assumpt ions and definiti ons.

                      2.2. Assumption ˘  Reli ability paramet ers of

computati on modul es :  Each comput ati on modul e M

i

produces a result whi ch is correct  wit h fixed probabilit y

q

       i

          and incorrect  wit h fi xed probabili t y p

i

, un i forml y over

its i nput space. In case q

i

 + p

i

 < 1, the modul e ma y be

viewed as (parti all y) self - checki ng or fail - safe, abstaini ng

from producing any resul t with probabil it y 1 ˘  q

i

 ˘  p

i

. In

t he rest of this paper, we assume q

i

 + p

i

 = 1.

¨

                      Assumpti on 2.2 i s controversi al  i n that it  i s ver y

di fficult , i f not  i mpossi bl e, to accurat el y e sti mate the

reliabilit y q

                                                               i

                                                                  of a software modul e [7]. We just ify thi s

assumpt ion by not ing that an y s yste m - l evel reli abilit y

anal ysi s must be based on the reli abilit y paramet ers o f

t he component s used. Accurat e reliabilit y e sti mates will

be avai labl e with greater ease as we  gain experi ence with

t he design and use of mul tiversion soft ware. A

Component - based strateg y i s helpful in t hi s regard

because component  reuse fost ers t he gat he ri ng of more

accurate reli abili t y and performance dat a. Additionall y,

when compari ng vari ous arrangements of modules and

t est s, occasional l y we obt ain results i ndi cating t hat  one
scheme is bett er than another for a wi de range of

paramet er values or even fo r all val ues of a certai n p

i

.

Hence, such comparative eval uations are less sensitive

t o, or t ot all y independent of, t he avail abilit y of accurat e

esti mates for the p

i
s. The comment s above appl y t o

Assumpti on 2.3 as well .

2.3. Assumption  ˘  Reli ability parame t ers of

accept ance t ests :  A correct  result  passes an acceptance

t est  T

i

 (out going edge label ed ^P~ is t aken) with fixed

probabilit y q’

i

 and fail s it (out goi ng edge ^ F~ i s taken)

wit h fi xed probabil it y p’

i

, uni forml y over t he space of

correct inputs. Simil a rl y, T

i

 rejects an incorrect  result

wit h fi xed probabilit y q"

i

 and accept s it  with fixed

probabilit y p"

i

, uniforml y over the space of incorrect

i nput s (note t hat  i n all  definiti ons, q

i
s are close t o 1

whereas p

i
s are near 0). Whe n q’

i

 + p’

i

 < 1 or q"

i

 + p"

i

 <

1, t he AT is vi ewed as (partiall y) self - checking or fai l -

safe, abstaining from judgi ng an input wit h probabilit y 1

˘  q’

i

 ˘  p’

i

 for c orrect i nput s and 1 ˘  q"

i

 ˘  p"

i

 for incorrect

ones. Henceforth, we assume q’

i

 + p’

i

 = q"

i

 + p"

i

 = 1.

¨

The reason we do not  start by assu mi ng q’

i

 = q"

i

 i s

t hat ATs behave as ymm et ri call y wit h respect t o correct

and i ncorrect input s. An AT t hat i s i tsel f defect - free,

always accept s a correct i nput. Thus, p’

i

 is t ypicall y small

and is rel ated t o t he probabilit y of a defect  in t he AT

desi gn. On t he other hand, even a defect - free AT ma y

accept an i ncorrect input due t o i mperfecti ons i n the

t esti ng algorit hm (imperfect covera ge). Hence, p"

i

 lumps

t oget her t wo sources of error s: i mperfect covera ge and

defective design. We t ypi call y  ha ve p"

i

 > p’

i

 (perhaps

even, p"

i

 >> p’

i

) for si mpl e, low - complexit y ATs. For a

more  comprehensi ve AT (e.g., one t hat  dupli cates the

comput ati on and deci des b y comparing the two values),

covera ge can be ver y hi gh or even perfect. In such cases,

q’

i

 and q"

i

 are comparable, though not  necessaril y equal .

2.4. Assumpti on  ˘  s - i ndependence of module and

AT f ail ures :  Each M and each AT fai ls s - independentl y

of ot her Ms and ATs, unless ot herwi se not ed. Hence, the

probabilit y of k  modul es M

i

 (1

£
 i

£
 k ) coi nci denta ll y

producing erroneous results i s

P

i Î [1, k ]
p

i

.

¨

Assumpti on 2.4 i s perhaps our most important

assumpt ion and t he one most li kel y t o be criti ci zed. So

l et  us t ry t o just if y i t briefl y. As not ed in the int roducti on,

t he assumption of fail ure independence f or multi versi on

soft ware has been scruti ni zed and questioned from earl y

on [21]. We think that t hese critici sms are vali d and must

be considered very seri ousl y when tr yi ng t o comput e

absolute reliabilit y values for multi channel  comput ati ons.

Howe ver, the p robl em i s much less serious for t he t ype s

of anal yse s present ed in this paper. Here, we tr y to

det ermine if one scheme offers reli abi lit y i mprove ment

over an ot her. Intuitivel y, since dependent  fail ures are

likel y t o affect  t he reli abilities of bot h schemes  being

compared, we can ha ve a hi gher confidence i n such

rel ati ve figures of merit  t han in absolute reliabilities. We

rel ax t his independence assumpti on in Secti on 6 in order

t o val i date, i n part, thi s int uiti on. More work is cl earl y

needed in this direct i on.

2.5. Defi ni ti on  ˘  Weight ed plurality voter :
Gi ven n

i nput  dat a objects x

1

, x

2

, . . . , x

n

, with associ at ed

nonnegat ive real  vot es (weight s) v

1

, v

2

, . . . , v

n

, a V node

comput es t he out put object  y  and its vote w  such t hat y  is

^support ed by~ a number of i nput dat a object s with vot es

536

                     Inf ormatica 25  (2001)  533 ˘ 543       B. Par hami
t ot alling w  and no other y’ i s supported by i nput s havi ng
more vot es. If w
                                                                                          £

                                                                                                  (
                                                                                                         å

                                                                                                                   i Î [1, n ]

v
i

)/ 2, then the out come y  ma y
be nonunique. In such cases, an erroneous voter out put
wil l be pessi misti call y assumed. The out put wei ght  w
select s one of the out going voter edges along whi ch y  or
an acti vation si gnal  must  be sent (see, e.g., Fig. 1). When
i nput  vot es are not expli citl y specified, it  is assumed t hat
v

      1

           = v

                                 2

                                      = . . . = v

                                                                                                 n

                                                                                                       = 1. Various definiti ons of the term

^support ed b ỹ l e ad to di fferent vot ing schemes such as
exact, i nexact , and approval  vot ing (e.g., wit h exact
vot ing, an input  object x
i

 support s y  iff x
i

 = y ). These
variations, although important, are be yond t he scope of
t hi s paper [30], [33].
                                                                                                               ¨

                       2.6. Assumpti on  ˘  Perfect  voters :  Vot ers are perfect
and act  i nstant aneousl y. Thi s assumpti on is reasonabl e
because voters are si mpl er t han modules or ATs and are
desi gned just once for use wit h man y di fferent modul es
and t est t ypes. The y can be made hi ghl y reli abl e t hrough
carefu l  desi gn and extensive test ing (much more so than
what i s reasonable for any si ngle appli cat i on or its
associ ated ATs).
                                                                                          ¨

                       Consider Fig. 1 i n whi ch 5VP and an alternati ve
scheme wi th the same number of M/ T modules, and t hus
wit h l ower or equal complexit y,  a re shown. T i s an
acceptance test  with pass/fail  (P/ F) out come. A result t hat
passes T i s si mpl y forwarded to t he output . When T
reject s i t s i nput , it activates M

4

. The vot er i n Fig. 1c can
produce one of  t hree mut uall y excl usive out puts:   (1) No
agreement , l eadi ng t o acti vation of M

4

, (2) agreement
bet ween t wo input s, leading to t he applicati on of T on the
agreed - upon result , and (3) agreement  am ong all  three
i nput s, yiel di ng an accept abl e out put .

1,  2
                                                                                                                    ³  3

                                   Module

                                   Tes t

                                   V oter

                                   In

                                   Out

                                   Er r or

   (a) L ege nd  (b) 5V P

1
 3

(c ) A L T1

2

F

 P

                                                                                     1  2  3  4  5  1  2  3

4

                        Fi g. 1.  Represent ati ons of 5VP and A LT1, an

                                                                       alt ernati ve scheme, as MTV graphs.

                       Fi gure 2 show s MTV graphs correspondi ng to two
other hybrid NVP - AT schemes. These sche mes have
been proposed in the lit erature as al ternati ves t o 3VP,
alt hough bot h impl y great er cost  t han 3VP. Fi gure 2a
represent s a 3 - channel RNVB or NSCP. Each of the
t hree comput at i on channel s i s made sel f - checki ng
t hrough the i nserti on of an AT aft er t he comput at ion
module. The V node i n Fig. 2a is a wei ghted pl uralit y
vot er for which each i nput  wei ght is set to 0 or 1 , based
on the out come of the associ ated AT.

                       Fi gure 2b represent s a 3 - channel CRB. If t he vot er
observes agreement bet ween two or all  three of i ts i nput s,
t he agreed - upon result i s forwarded t o t he output . On the
other hand, when there is no agreement, res ult s from t he
comput ati on channel s are successi vel y subject ed to an

AT and the first to pass the test  is forwarded t o output.

The A Ts i n Fig. 2b are labeled T

1

, T

2

, and T

3

, but  the y
ma y al l represent  the same test . The advantage of this
scheme over 3VP i s t hat it  i s guarant eed t o produce the
correct result  whenever 3VP woul d produce the correct
result . Additionall y, t he added AT mechanism ma y
salvage a correct result  from di sagreei ng modul es.

 1

3

(a) RNV B  /  NS CP

2

F

 P

1  2  3

1  2  3

(b) CRB

1  2  3

1

2

3

F

F

F  F  F

 P   P

 P

 P

 P
 £å
v /2

>
å
v /2

Fi g. 2.  MTV graphs representi ng t wo different

3 - channel h ybri d NVP - AT sc hemes.

Ret urni ng now to the i nitial example, the 5VP
scheme of Fi g. 1b can t ol erate up t o t wo module failures,
but  can produce an incorrect  result  wit h some t ri ple
failures. In fact, an y worst - case anal ysi s must  ass ume
t hat 5VP fail s when there are t hree modul e fail ures. The
alt ernati ve scheme  shown i n Fig. 1c al so t ol erates any
t wo failures in t he M/ T nodes. This cl aim is proven b y
consideri ng the fol lowing four cases whi ch exhaust  all
possi bl e doubl e failures.

Case  1  ˘  Two fai lures i n {M

1

, M

2

, M

3

}: T and M

4
are fault - free. If t he two fault y modules produce mut uall y
supporti ve resul ts, t hen the error is caught  b y T and M

4

 is
execut ed. Ot herwise, M

4

 is execut ed directl y. Ei ther wa y,
t he correct  result i s produced.

Cas e 2 ˘   Two fai lures in {T, M

4

}: M

1

, M

2

, and M

3
are fault - free and produce pai rwise mut uall y supportive
result s. The vot er output s is the correct result .

Case 3 ˘   One failure in {M

1

, M

2

, M

3

} and one in T:

Because M

4

 is fault - free, the out put is correct whe ther or
not  T accepts t he correct  result received from t he voter.

Case 4  ˘  One fai lure in {M

1

, M

2

, M

3

} and one i n M

4

:

T is fault - free and accept s the vot er´s ma jori t y re sult.

Tri pl e fail ures can l ead to an incorrect output for t he
alt ernati ve scheme i n a m anner si mil ar t o 5VP. For
example, i f M

1

, M

2

, and M

3

 are fault y but produce
i ncorrect pai rwi se mutually support ive result s, an
i ncorrect value will be out put. Fai l ure of M

1

, T, and M

4
also can lead t o incorrect  output. A si de benefit  of the
alt ernati ve sch eme of Fig. 1 c is t hat whereas all fi ve
modules must  run t o completi on in 5VP , the alt ernat ive
scheme rarel y needs t o execute M

4

.

Let us now anal yze t he t wo schemes of Fi g. 1 with
respect  to reliabil it y (probabi lit y of producing a correct
result ). Assuming  p

1

 = p

2

 = p

3

 = p

4

 = p  = 1 ˘  q :

Q

5VP

 = q
5

 + 5 q
4
p  + 10 q
3
p
2

 = q
2

(1 + 2 p  + 3 p
2

 ˘  6 p
3

)

Q

ALT1

= q
3

 + 3 q
2
p (1 ˘  p’p ) + 3 qp
2
q"q

 = q
2

[1 + 2 p  + 3 p
2

 ˘  3 p
2

( p’  + p" )]

The equation for the reliabilit y of t he alt ernat e

confi gurati on in Fig. 1c, Q

ALT1

, i s derived as f oll ows. The

fi rst  term, q

                                                              3
                                                                  , i s the probabil ity of ha vi ng no faul t in {M

1

,

M

            2

                , M

                                     3

                                          }. The second t erm, 3 q

2
p (1 ˘  p’p ), covers t he

event of having a si ngle fault i n {M

1

, M

2

, M

3

}, in whi ch

case correct ness of the result is guarant eed unless T

reject s t he correct  majorit y re sult and  M

4

 i s fault y. The

t hi rd term, 3 qp

                                                                                2
                                                                                     q"q , corresponds t o havi ng t wo fault s in

{M

                  1

                      , M

                                             2

                                                 , M

                                                                        3

                                                                            }. In t hi s event, the worst  case i s the

agreement of the two fault y modules because i t l eads t o

t he requirement for T to reject  the incorrect majorit y

result  (probabilit y q" ) and  for M

4

 to be fault - free

(probabil it y q ) to obtain the correct result . If the two

fault y modules in {M

                                                                                                                  1

                                                                                                                      , M

2

, M

3

} disagree wit h each ot her

and with the correct result , t hen the onl y requi rement  for

producing t he correct out put i s for M

4

 to be fault - free.

                      Comparing the two expressi ons above, we find that

Q

         ALT1

                               > Q

                                                       5VP

                                                                       i ff p’ +  p"  < 2 p . In the special  case of p’  =

p"  = s , the alt ernat e scheme ALT1 offers rel iabilit y

i mprovement over 5VP  iff s  < p ;  i.e., t he alternate

scheme i s bett er i f the accept ance test  component T i s

more reli abl e than each module M

i

. In practi ce, T can

often be made simpl er, and thus more reli abl e, than M

i

.

Thi s ma y be due t o t he i nherent si mplicit y of verif yi ng

t he resul t´s correctness (e.g., by means of a mat hematical

rel ati onship or an i nverse c omput ati on) or by vi rt ue of T

using ext ra i nformati on (^certifi cation trail ~) provided by

t he comput ati on modul es [46], [47], [48].

                      The examples above were i nt ended to demonst rate

t he power of MTV graphs as represent at i on and anal ysis

t ools for mul ti channel computati ons. In particular, it  was

shown t hat  previ ousl y proposed h ybrid NVP - AT

approaches can be represented as si mpl e MTV graphs

and that  these graphs can also represent more general

hybrid schemes that have not b een dealt  wit h in t he past

and that  can potenti all y offe r hi gher reli abilit y and/ or

l ower overal l complexit y. Next , we define a modified

form of MTV graphs i n order t o simpli fy t he discussi on

i n the remainder of this paper.

                      2.7. Defi ni ti on  ˘  Data - driven MT V (DD - MTV)

graph :  A DD - MTV graph  i s a modified MTV graph with

no Error node and onl y singl e - out put M, T, and V nodes.

                        M

                                   i

                                     :  Att aches the wei ght w

i

 to it s output  y

i

.

                        T

                               i

                                  :  Modifies the weight w  of y  t o w  + a

i

( w ) or w  ˘

                                               r

                                                    i

                                                      ( w ) upon accept ance/rejecti on.

                        V

                                 i

                                   :  Pro duces dat a object  y  of weight  w  from i ts

                                               i nput s, as det ail ed in Def. 2.5.

The Error node i s not  needed because error can be

i ndicated b y a subset  of possi bl e weight s (l ow val ues) for

t he final result. The elimi nation of c ont rol  edges and the

result ant  grap h´s uniformit y si mpli fi es t he enumerati on

and anal ysi s of various al t ernatives, whil e still ret aining

t he power to accurat el y m odel most  h ybri d scheme s. The

wei ght augmentat ion and reduction functi ons, a

i

( w ) and

r

     i

       ( w ), used t o adjust t he wei ght of an accep t ed and

reject ed input, respecti vel y, are nonnegati ve functi ons to

be det ermi ned (see Assumpti on 2.9).

¨

                      Fi gure 3 depict s several examples of DD - MTV

graphs, each havi ng six M/T nodes. These can be viewed

as lower - complexit y al ternatives to 6VP. The exampl e s

i n Fi g. 3 clearl y show t he wide vari et y of mul ti channel

comput ati onal arrangements that  can be model ed easil y

by DD - MTV graphs [29] .

(a)

1  2  3

1  2  3

(b)

1  2  3

4  5

(c )

1  2  3

4

(d)

1

2

1  2  3  4  5

1  2

1

2

Fi g. 3.  DD - MTV graphs wi th six M/T nodes.

2.8. Assumption  ˘  Uniformity of modules and AT s :

In the rest  of t hi s paper, modules wi ll  be assumed t o have

i denti cal  reli abilit y, complexit y, and execution - time

paramet ers. Thus, t he subscri pt  i  will  be omit ted from

paramet ers such as p

i

, q

i

 and the weight  w  = 1 is att ached

t o all modul e output s. Si m ilarl y, A Ts wi ll be uniforml y

t reated b y eli mi nating t he subscript  i  from t heir

respective parameters such as p’

i

 and p"

i

. ATs wi ll  be

t aken t o have perfect cove rage and l ower or equal

compl exit y c ompared to modules, t hus l eading t o the

assumpt ions p’

£
 p  and p"

£
 p .

¨

2.9. Assumpti on  ˘  Weight  augmentation/ reduction

f unctions for ATs :  Selection of appropriat e wei ght

augment ati on and reduction functions, a ( w ) and r ( w ), can

have i mport ant effects on the overal l reliabil it y of the

s yste m m odel ed b y a parti cula r DD - MTV graph. In thi s

paper, we assume a ( w ) = r ( w ) = 1. The se simple constant

functions can be intuit ivel y just i fied when ATs have

near - perfect coverage and are of comparable compl exit y

t o modules, and the y have  worked wel l in practice.

Howe ver, an exten si ve study of t echni ques for optimall y

choosi ng these functions i s required.

¨

The st age i s now set  for a mor e det ail ed exami nation

of certai n classes of DD - M TV graphs and the syst ems

t he y model. Before that, we recap the abbreviations used

and introduce s ome needed notation.

2.10. Notati on and no mencl ature  ˘  The fol l owing

i s a l ist  of symbols and abbrevi ati ons used in t he paper:

AT  Accept ance Test (i ng)

CRB  Consensu s Rec over y Bloc k (Fi g. 2b)

C

x , y

 Binomi al coeffici ent  = x !/[ y !( x  ˘  y )!]

DD - MTV  Dat a - Driven MT V graph (Def. 2.7)

M  Modul e;  node in (DD - )MTV graph

MTV  Modul e - Test - Vot er graph (Def. 2.1)

NSCP  N - Sel f - Checki ng Program ( Fig. 2a)

n VP  n - Version Program(mi ng);  e.g., 3VP

P  Fai lure
probabilit y

=
unreliabilit y

=

1

˘

Q

                                                                                                      538

 Inf ormatica 25  (2001)  533 ˘ 543       B. Par hami

Q  ( Q

X

)  Rel i abilit y (of s yst e m or confi gur ati on X)

R
k , m

 Rel i abilit y of k - out - of - m  s yst e m

RNVB  Recoverable N - Version Block (Fi g. 2a)

T  Test (AT) node i n (DD - )MTV graph

V  Vot er node in (DD - )MTV graph
¨

                                                                                                      3  Replacing one version with an AT

                                                                                                      When one module i n 3VP  is repl aced by an accept ance

                                                                                                      t est , a reco ver y block sche me wi th one alternate is

                                                                                                      obt ained (Fi g. 4a). Not e t hat  Fig. 4a i s a correct  model of

                                                                                                      recover y bl ock scheme a s far as reliabilit y est i mati on is

                                                                                                      concerned. The fact that M

1

 and M

2

 appear to be running

                                                                                                      i n parallel  rat her t han M

2

 following M

1

, a nd then onl y i n

                                                                                                      case T re ject s M

1

´s result, i s i rrel evant  t o t he reli abilit y

                                                                                                      calcul ati on. In t hi s secti on, we general ize t hi s notion by

                                                                                                      anal yzi ng t he effect of repl acing one module in n VP  with

                                                                                                      an AT (Fi g. 4b). Reli abili t y e xpressi ons for 3VP and the

                                                                                                      alt ern ate scheme ALT2 of Fi g. 4a are as foll ows:

Q

3VP

 = q
3

 + 3 q
2
p  = q (1 + p  ˘  2 p
2

)

Q

ALT2

= qq’  + qp’q  + pq"q  = q [1 + p  ˘  p ( p’  + p" )]

                                                                                                      The equation for the reliabilit y of t he alt ernat e

                                                                                                      confi gurati on in Fig. 4a, Q

ALT2

, i s derived as fol lows. The

                                                                                                      fi rst  term, qq’ ,  is the probabilit y of M

1

 producing the

                                                                                                      correct result and  T accept ing i t. The second t erm, qp’q ,

                                                                                                      covers the event  of M

1

 producing t he correct result , T

                                                                                                      reject ing it , and  M

2

 getting the correct  resul t. The thi rd

                                                                                                      t erm, pq" q , corresponds to M

1

 producing an i ncorrect

                                                                                                      result , T catching the error, and  M

2

 being fault - free.

                                                                                                      Comparing the expressi ons above, we fi nd t hat   Q

ALT2

 >

                                                                                                      Q

                                                                                                               3VP

 iff p’ +  p"  < 2 p . Hence the discussi on precedi ng

                                                                                                      Def. 2.7 applies here as well . Figure 5 shows the

                                                                                                      unreliabil it y P  = 1 ˘  Q  of 3VP an d ALT2 when p’  = p" .

1  2

(a) A L T2  (b) A L T3

1  2
n

-

 1

. .  .

Fi g. 4.  Repl acing one modul e wit h an
acceptance test  in 3VP  and n VP .

It  is rel ati vel y strai ght forward to generalize t he

                                                                                                      anal ysi s above t o the com pari son of n VP  and the

                                                                                                      alt ernati ve scheme A LT3 depi cted i n Fi g. 4b. However,

                                                                                                      we fi rst  need some  not ati on. Let R
k , m

 be t he reli abilit y of

                                                                                                      a homogeneous k - out - of - m  s yst em i n which each modul e

                                                                                                      fails wit h probabil it y p  (for brevit y, t he paramet er p  i s

                                                                                                      not  explicitl y sh own).

R
k , m

 =

å
j Î [ k , m ]

C
m , j

q
j
p
m ˘ j

                                                                                                      where C
m , j

 i s  t he binomial coefficient. R
k , m

 i s defined t o

                                                                                                      be  0  for k  > m  and  1  for k
£

 0. We now wri te reliabilit y

                                                                                                      equati ons for n VP and the ALT3 scheme of Fi g. 4b as

                                                                                                      foll ows. To si mpl ify the formulas, l et h  =
ë
n /2
û

. Each of

                                                                                                      t he foll owing expressi ons is writt en b y  c onsidering the

                                                                                                      four possi bl e cases wit h respect to t he presence of faults

i n t wo modules or in one modul e and its associat ed AT
and for each case fi guri ng out  how man y of the
remai ning n  ˘  2 modul es must  be fault - free i n order t o
guarant ee a correct  resu lt.

Q
n VP

= R
h +1 , n

 = q
2

R
h ˘ 1, n ˘ 2

 + 2 pqR
h , n ˘ 2

 + p
2

R
h +1 , n ˘ 2

Q

ALT3

=
qq’R
h ˘ 1, n ˘ 2

+
qp’R
h , n ˘ 2

+
pq" R
h , n ˘ 2

+
pp" R
h +1 , n ˘ 2

To c ompare these rel iabilities, l et us compute their
di fference
D

Q  = Q

ALT3

 ˘  Q
n VP

:

D

Q  = q ( p  ˘  p’ ) R
h ˘ 1, n ˘ 2

 + [ p ( p ˘  p" ) ˘  q ( p ˘  p’ )] R
h , n ˘ 2

  ˘  p ( p  ˘  p" ) R
h +1, n ˘ 2

 = q ( p  ˘  p’ )[ R
h ˘ 1, n ˘ 2

 ˘  R
h , n ˘ 2

]

  + p ( p  ˘  p" )[ R
h , n ˘ 2

 ˘  R
h +1 , n ˘ 2

]

Because each of t he two terms wit hi n t he square brackets
i s positi ve, a suffici ent conditi on for reliabilit y
i mprovement over n VP  i s i mmedi atel y obtai ned as
max ( p’ , p" ) < p , whi ch alwa ys hol ds by Assumpt ion 2.8.

10

10

10

10

10

-

10

-

8

-

6

-

4

-

2

10

10

10  10

-

1

-

3

-

4

-

2

P =  1

- Q

1

1
s

p  = 0.001

p  = 0.01

p  = 0.1

3V P

A LT3

Fi g. 5.  Unreliabilit y P  = 1 ˘  Q  of 3VP and

ALT2, assu ming p’  = p"  = s .

To cont inue the anal ysis, we note that:

R
k ˘ 1, m

 ˘  R
k , m

 = C
m , k ˘ 1

q
k ˘ 1
p
m ˘ k +1

= m ! q
k ˘ 1
p
 m ˘ k +1

/[( k  ˘  1)!( m  ˘  k  + 1 )!]

Hence, we can rewrite
D

Q  = Q

ALT3

 ˘  Q
n VP

 as:

D

Q  = q ( p  ˘  p’ )( n  ˘  2)! q
h ˘ 1
p
n ˘ h ˘ 1

/[( h  ˘  1)!( n  ˘  h ˘  1)!]

  + p ( p  ˘  p" )( n  ˘  2)! q
h
p
n ˘ h ˘ 2

/[ h !( n  ˘  h ˘  2)!]

 = {( n  ˘  2)!/[ h !( n  ˘  h ˘  1)!]}
q
h
p
n ˘ h ˘ 1

´

 [( n  ˘  1) p  ˘  h p’  ˘  ( n  ˘  h  ˘  1) p" ]

Therefore, the si gn of
D

Q  =  Q

ALT3

 ˘  Q
n VP

 depends on t he
si gn of t he l ast expression within square bracket s. For n
odd, we have h  = ( n  ˘  1)/ 2 and
D

Q  > 0 iff p’  + p"  < 2 p .

For n  even, we  have  h  = n / 2 and
D

Q  > 0 iff ( n / 2 ˘  1)( p’  +
p" ) + p’  < ( n  ˘  1) p . In this latt er case, p’  i s somewha t
more  important t han p" . As an exampl e, for n  = 6, we
must have 3 p’  + 2 p"  < 5 p  i f t he alt ernat e with one AT

(Fig. 3d) i s to be more reliable than 6VP.

4  Replacing k  versions  with ATs

We now consi der the case where k  of the n  modul es are
removed ( k
£

 n / 2) an d repl aced by ATs fol lowi ng k  of
t he remaining n  ˘  k  modul es. As shown in the MTV
graph of Fig. 6a, k  branches wit h modul es M

1

, M

2

, . . . ,

M
k

 i nclude accept ance test s T

1

, T

2

, . . . , T
k

 and n  ˘  2 k
branches have just  modul es (indexed from k +1 t o n ˘ k ).

                                                                                                      Component  Based Faul t - Tolerant  Software
   Inf ormatica 25  (2001)  533 ˘ 543

539

As i n Secti on 3, l et  R

k , m

 be t he reli abilit y of a

                                                                                                      homogeneous k - out - of - m  s ystem i n whi ch each modul e

                                                                                                      fails wit h probabilit y p and let  h  =
ë
n / 2
û
 for not ati onal

                                                                                                      convenience. We can t hen write:

Q

n VP

 = R

h +1 , n

 =
å

i Î [ h +1, n ]

C

n , i
q
i
p
n ˘ i

Q

ALT4

 =
å

i Î [0, k ]
å

j Î [0, k ˘ i ]

{
C

k , i

C

k ˘ i , j

( pp" )
i
( pq"  + qp’ )

 j

´
 ( qq’ )
k ˘ i ˘ j
R

h +2 i + j ˘ 2 k +1 , n ˘ 2 k

}

                                                                                                      The reliabilit y expressi on Q

ALT4

 for t he alt ernat e

                                                                                                      confi gurati on is deri ved as foll ows. Let  of the k  branches

                                                                                                      containi ng ATs, i  have fault s i n both the modul e and i n

                                                                                                      t he AT, j  have a fault  i n either t he modul e or t he AT but

                                                                                                      not  bot h, and k  ˘  i  ˘  j  be fault - free. The i  branches wi th

                                                                                                      doubl e faults all potenti all y produce i ncorrect resul ts

                                                                                                      wit h wei ght 2. The j  branches containing si ngl e fault s

                                                                                                      produce result s wit h wei ght 0, whether t he faul t is in M

                                                                                                      or i n T. Fi nal l y, the k  ˘  i  ˘  j  fault - free branches produce

                                                                                                      correct result s wit h wei ght 2. If c of t he remaini ng n  ˘  2 k

                                                                                                      modules produce correct  results, the foll owing conditi on

                                                                                                      must be met  for t he output  to be guarant eed correct:

 c  + 2( k  ˘  i  ˘  j ) > ( n  ˘  2 k  ˘  c ) + 2 i

Þ
     c

³
 h + 2 i  +  j ˘  2 k + 1

                                                                                                      Thi s justi fi es the t erm R

h +2 i + j ˘ 2 k +1, n ˘ 2 k

 in t he expression for

                                                                                                      Q

                                                                                                               ALT4

. The remai ni ng terms are t he probabiliti es of t he

                                                                                                      i ndicated number of fault s raised t o appropri ate powers.

                                                                                                      For example, the probabil ity t hat M i s fault y but  T

                                                                                                      catches t he error or M i s fault - free but T reject s it s output

                                                                                                      i s pq"  + qp’  = p  + p’  ˘  pp’  ˘  pp" .

(a) A L T4

 . . .

 . . .

 . . .

 . . .

 . . .

 . . .

 . . .

 . . .

(b) n V P

                                                                                                             Mand Tf aulty

                                                                                                                    ( i  c hannels)

Mor  Tf aulty

( j  c hannels)

Mand Thealthy

( k

-
i

-
j  c hannels)

                                                                                                         Both Ms  in eac h

                                                                                                             of  i  pair s  f aulty

One Min eac h

of  j  pair s  f aulty

2 k

-
2 i

-
2 j

healthy  Ms
n

-
2 k

c hannels

n

-
2 k  Ms

Fi g. 6.  Repl acing k  modul es with ATs i n n VP

and the not ati on for reli abilit y anal ysi s.

As wri tt en,  t he expressions for Q

n VP

 and Q

ALT4

 are

                                                                                                      di fficult  t o compare wit hout  resorting t o numerical

                                                                                                      calcul ati on. To faci litat e comparison, we rewrit e the

                                                                                                      expressi on for Q

n VP

 i n the followi ng wa y. We di vi de the

                                                                                                      set of n  modules i nt o k  module pairs plus n  ˘  2 k

                                                                                                      i ndiv i dual  modules, as shown in Fi g. 6b. Each of t he k
pai rs can have 2, 1, or 0 fault y m odul es. Let i , j , and k  ˘  i

˘  j  be t he number of such pai rs, respecti vel y. The k

module pairs contribut e incorrect result s wi th total

wei ghts of up t o 2 i  + j  and  correct re sult s wit h t ot al

wei ghts of at  least 2 k  ˘  2 i  ˘  j . Agai n, if t he remaining n  ˘

2 k  modul es produce c  correct  results and n  ˘  2 k  ˘  c

i ncorrect ones, we must have c  + 2 k  ˘  2 i  ˘  j  > ( n  ˘  2 k  ˘  c )

+ 2 i  + j , or c

³
 h + 2 i  +  j ˘  2 k + 1, to guarantee a correct

out pu t . The probabiliti es of havi ng 2, 1, ore 0 faul t y

modules i n a pai r of mod ul es are p

2
, 2 pq , and q

2
,

respectivel y. Thus:

Q

n VP

 =
å

i Î [0, k ]
å

j Î [0, k ˘ i ]

{
C

k , i

C

k ˘ i , j

( p

2
)
i
(2 pq )

 j

´
 ( q

2
)
k ˘ i ˘ j
R

h +2 i + j ˘ 2 k +1, n ˘ 2 k

Comparing the corresponding ij  t erms i n the expressi on

for Q

ALT4

 to the above expression for Q

n VP

 provides some

i nsi ght but no general conclusi on. For example, for p’  =

p"  = s , correspondi ng terms become  i denti cal and the t wo

schemes are equi val ent  wit h respect to reliabilit y. For p’

= p"  = s , the ij  t erm i n Q

ALT4

 divided b y t he ij  t erm i n

Q

n VP

 yi elds the rati o:

 ( s / p )
i
[( p  + s  ˘  2 ps )/ (2 pq )]
j
[(1 ˘  s )/ q ]
k ˘ i ˘ j

For particular val ues of s  and p  satisfying s < p , the first

and t he second term above are alwa ys less t han 1 whil e

t he t hird term is always greater than  1. Hence, the ratio

can be less t han or great er than 1 depending on the values

of i  and j  and no conclusion can be drawn based on t hi s

t erm - by - t erm comparison.

10

10

10

10

10

-

10

-

8

-

6

-

4

-

2

10

10

10  10

-

1

-

3

-

4

-

2

P =  1

- Q

1

1

s
p  = 0.001
p  = 0.01
p  = 0.1

5V P

A LT3
k  = 2
k  = 1

Fi g. 7.  Unreliabilit y P =1 ˘ Q  of 5VP and ALT4

wit h k  = 1 or 2, a ssuming p’  = p"  = s .

For n  = 3, the onl y acceptable val ue for k  i s 1 and

Fi g. 5 depict s the corresponding changes in the

unreliabil it y P  = 1 ˘  Q . To n ot e the effect of changi ng k ,

t he expressi ons for Q

n VP

 and Q

ALT4

 have been eval uated

for n  = 5, wi th k  = 1 or 2, and p  = 0.1, 0.01, or 0.001,

assuming p’  = p"  = s . Fi gure 7 depi cts the resulting

unreliabil iti es as functions of s .

As expected, t he unreli abilities P

n VP

 and P

ALT4

 are

i denti cal  for s  = p  (see t he crossover points i n Fig. 7).

The 5VP scheme i s un iforml y better for s  > p . In t he case

of s  < p , both alt ernat es are uniforml y bet ter than 5VP

and t he alt ernat e with k  = 2 i s better than that wi th k  = 1.

It  i s worth noting that the improve ment in rel iabilit y

achi eved for s  < p  is small er than the degrada tion

suffered for s  > p , particularl y f or l arger k . Therefore,

modules must  be repl aced wi th ATs onl y if t he condit ion

s < p  is reasonabl y cert ain.

542

                     Inf ormatica 25  (2001)  533 ˘ 543       B. Par hami

7  Concl usion

The methodol ogy present ed in t hi s paper uni fi es
previ ously proposed hybrid NVP - AT schemes and l eads
t o many new variants. Given the extensive literature
available in software fault  t olerance and continued rapid
developments i n the fiel d, such unifyi n g met hodologies

(see, e.g., [49]) are clearly in demand and must be given
hi gh priority by the researchers i n the fi eld and wit hi n
our educat ional  programs. A component - based approach
i s particularl y appropriat e i n that it allows:

                        l
                                 Eas y explorati on of t he vast archit ect ural  desi gn

                                               space for faul t - t ol erant  soft ware

                        l
                                 Bui lding up of trust  and the emergence of

                                               t rusted component s due t o reuse

                        l
                                 Swappi ng of components for m ore reli abl e

                                               versions as they bec ome a vai lable

                      Conti nued rese arch in thi s area will  enhance t he
utilit y of t he proposed general  framework f or t he study of
hybrid NVP - AT sche mes,  l eading to more specific
desi gn techniques, performance comparisons, and
t radeoff guideli nes. Result s of such ext ended studi es will
contrib ute both t o fundamental understanding of voti ng
and accept ance testing as ^dependabilit y enhancement ~
mechani sms [29] and t o thei r practical appli cati on i n the
realizati on of ul trareli abl e computations from standard
comp onent s. A number of speci fi c probl em s for future
i nvesti gation are suggest ed directl y b y the di scussi ons in
t he preceding secti ons of t hi s paper. Exampl es of
promisi ng research di recti ons incl ude:

                        l
                                 Optimal  wei ght augment ation and reducti on

                                               pol ici es;  the a ( w ) and r ( w ) functions

                        l
                                 Effect s o f unequal  modul e complexities and/or

                                               reliabiliti es as well as imperfect vot ers

                        l
                                 Effect s of di fferent voti ng schemes on opti mal

                                               confi gurati ons and thei r reliabiliti es

                        l
                                 Optimal  number of modules t o be repl aced by

                                               ATs (parameter k  of Fig. 6a)

                        l
                                 Optimal  p artiti oning of n  m odul es for two - l evel

                                               vot ing (parameter k  of Fig. 8)

                        l
                                 More general  multi l evel vot i ng schemes and

                                               t heir att endant desi gn tradeoffs

                        l
                                 Effect s of combined correctness and ti meliness

                                               requi rement s [28], [31]

The ult imate goal  i s to sol ve t h e foll owing problem:

                        Gi ven a set of components wit h associ ated

                        val ues for p , p’ , and p" , as well  as ot her syst e m

                        cost  and rel i abi lit y paramet ers (in parti cular

                        t hose characterizing correlat ed fail ures), what is

                        t he most cost - effective choice and arrangem ent

                        of comput at i on modules, ATs, and vot ers?

As thi s probl em is quite challenging, an y approach to its
soluti on will  necessaril y proceed through a number of
si mpl er i nt ermedi ate probl ems. For exa mpl e, one mi ght
ask:  What is an optimal  arrangement of n  M/T  modules
t o maxi mi ze the overall  reli abilit y?

8  References

[1]  Am mann P.E. & Kni ght J.C. (1988) Dat a Di versit y:

An Approach to Soft ware Fault  Tol erance. IEEE

Trans. Comput ers , Vol . 37, pp. 418 - 425.

[2]  Avi zi eni s A. & Kel l y J.P.J. (1984) Fault  Tolerance
by De si gn Di versi t y:  Conce pt s and Experiments.

IEEE Comput er , Vol . 17, No. 8, pp. 67 - 80.

[3]  Avi zi eni s A. (1985) The N - Version Approach to

Fault - Tolerant Software. IEEE Trans. Soft ware

Engi neering , Vol. 11, pp. 1491 - 1501.

[4]  Banerjee P. & Abraham J.A. (1986) B ounds on

Al gori thm - Based Fault  Tol erance i n Multiple -

Processor S yst ems. IEEE Tra ns. Comput ers , Vol . 35,
pp. 296 - 306.

[5]  Bel li F. & Jedrzejowicz P. (1990) Fault - Tolerant

Programs and Thei r Reliabilit y. IEEE Trans.

Reli ability , Vol . 39, pp. 184 - 192.

[6]  Blu m M. & Wasserman H. (1996) Reflecti ons on t he

Penti um Di visi on Bug. IEEE Trans. Comput ers , V ol .

45, pp. 385 - 393, 1996.

[7]  But ler R.W. & Fi nel li  G.B. (1993) The Infeasi bilit y
of Quantif yi ng the Reliabilit y of Life - Criti cal  Real -

Ti me Software. IEEE Trans. S oft ware Engineering ,

Vol . 19, pp. 3 - 12.

[8]  Chen L. & A vi zieni s A. (1978) N - Version

Programmi ng: A Fault  Tol erance Approach t o

Rel i abilit y of Soft ware Operation. Proc. Int ´l  Symp.

Faul t - Tolerant  Computing , pp. 3 - 9.

[9]  Di  Gi andomeni co F. & Strigini L. (199 0)

Adjudicators for Di verse - Redundant Comp onent s.

Proc. Symp. Reliable Dist ributed Systems , pp. 114 -

123.

[10] Dugan J.B. & Lyu  M.R.  (1994) System - Le vel

Rel i abilit y and Sensi ti vit y Anal yse s for Three Fault -

Tol erant  S ystem Archi tect ures. Proc. Int´l Working

Conf. on Dependabl e Computi ng for Cri tical

Appl icat ions , pp. 295 - 307.

[11] Dugan J.B. & Lyu  M. R. (1994) Syste m Reli abilit y

Anal ysis of an N - Version Programming Application.

IEEE Trans. Reliabil ity , Vol . 43, pp. 513 - 519.

[12] Eckhardt  D.E. & Lee L.D.  (1985)  A Theoreti cal

Basis for t he Anal ysis of Multi version Soft ware

Subject  t o Coincident Errors. IEEE Trans. Soft ware

Engi neering , Vol. 11, pp. 1511 - 1517.

[13] Eckhardt  D.E. et al (1991) An Experi ment al

Eval uation of Software Redundanc y as a St rateg y for

Impro ving Rel iabilit y. IE EE Trans. Software

Engi neering , Vol. 17, pp. 692 - 702.

[14] Gantenbein R.E., Shi n S.Y. & Cowl es J .R. (1991)

Eval uation of Combi ned Approaches to Di stribut ed

Soft ware - Based Faul t Tolerance. Proc. Pacifi c Rim

Symp. Fault - Tolerant Systems , pp. 70 - 75.

[15] Gersting, J.L., Ni st  R. L., Robert s D.B. & Van

Val kenburg R.L. (1991) A Comparison of Vot ing

Al gori thms for N - Version Program ming. Proc.

Hawaii Int’l  Conf . System Sciences , pp. 253 - 262.

[16] Kell y J., McVi tti e T. & Yamamot o W. (1991)

Impl eme nti ng Design Diversi t y to Achieve Fault

Tol erance. IEEE Software , Vol . 8, pp. 61 - 71, Jul y.

[17] Kersken M. & Sagli etti F., Eds. (1992), Software

Faul t Tol erance: Achi evement and Assessment

St rategies , Springer.

Component  Based Faul t - Tolerant  Software
   Inf ormatica 25  (2001)  533 ˘ 543

543

[18] Ki m K.H. & Welch H.O. (1989) Di stribut ed

                      Executi on of Recover y Bl ocks:  An Approach t o

                      Uniform Treat ment  of Hardware and Software Fault s

                      i n Real - Ti me Appl ications.  IEEE Trans. Comput ers ,

                      Vol . 38, pp. 626 - 636.

[19] Ki m K.H. & Ka vi anpour A. (1993) A Di stribut ed

                      Recover y Bloc k Approac h to Fault - Tole rant

                      Executi on of Application Tasks on H ypercubes.

                      IEEE Trans. Parallel  & Di st ribut ed Syst ems , Vol . 4,

                      pp. 104 - 111.

[20] Ki m K.H. (1994) Di stribut ed Execut ion of Recover y

                      Blocks:  An Approach to Uniform Treat ment  of

                      Hardware and Software Fault s. Proc. Conf.

                      Di st ribut ed Computing Systems , pp. 526 - 532.

[21] Knight J.C. & Leve son  N.G. (1986) An

                      Experi ment al  Eval uation of the Assumpt ion of

                      Independence i n Multi - Version P rogrammi ng. IEEE

                      Trans. Soft ware Engineeri ng , Vol . 12, pp. 96 - 109.

[22] Laprie J. - C., Arl at J ., Beounes C., Kanoun K. &

                      Hourtoll e C. (1987) Hardware -  and Soft ware - Fault -

                      Tol erance:  Definition and Anal ysi s of Archit ect ural

                      Soluti ons. Proc. Int´l Symp. Fault - Tolerant

                      Computi ng , pp. 116 - 121.

[23] Laprie  J. - C., Arl at  J., Beounes  C. &  Kanoun K.

                      (199 0) Definiti on and Anal ysi s of Hardware -  and

                      Soft ware - Fault - Tolerant Archit ect ures. IEEE

                      Computer , Vol . 23, No. 7, pp. 39 - 51.

[24] Le veson N.G., Cha S.S.,  Kni ght J.C. & Shimeall  T.J.

                      (1990) The Use of Sel f Checks and V ot ing in

                      Soft ware Error Detection:  An E mpirical St ud y. IEEE

                      Trans. Soft ware Engineeri ng , Vol . 16, pp. 432 - 443.

[25] Li tt lewood B. & Mi ll er D.R. (1989) Conceptual

                      Model ing of Coi nci dent Fai lures in Multi versi on

                      Soft ware. IEEE Trans. Soft ware Engineering , Vol.

                      15, pp. 1596 - 1614.

[26] Li u C. (1992 ) A General Framework for Soft ware

                      Fault  Tolerance. Proc. Workshop Fault - Tolerant

                      Parallel  & Dist ri buted Systems , pp. 84 - 91.

[27] Ni col a V.F. & Goyal A.  (1990) Modeli ng of

                      Correlat ed Fai lures and Com munit y Error Recover y

                      i n Multi versi on Software. IEEE Tran s. Soft ware

                      Engi neering , Vol. 16, pp. 350 - 359.

[28] Parhami B. (1990) A Unified Approach t o

                      Correct ness and Timeli ness Requi rement s for

                      Ult rareli abl e Concurrent  Syst e ms. Proc. Int ĺ

                      Parallel  Processing Symp. , pp. 733 - 747.

[29] Parhami B. (1991) A Data - Driv en Dependabi lit y

                      Assurance Scheme  wit h Applications to Data and

                      Desi gn Diversi t y. i n Dependabl e Computing for

                      Criti cal Appli cations , Ed. by A. Avi zi eni s and J.C.

                      Laprie, Springer, pp. 257 - 282.

[30] Parhami B. (1992) Optimal  Algorithms for Exact,

                      Inexact, a nd Approval Vot ing. Proc. Int´l Symp.

                      Faul t - Tolerant  Computing , pp. 404 - 411.

[31] Parhami B. & Hung C.Y. (1993) Scheduling of

                      Repl icated Tasks to Meet  Correctness Requi rements

                      and Deadlines. Proc. Hawaii Int´l Conf. Syst em

                      Sci ences , pp. 506 - 515.

[32] Parha mi  B. (1994) A Multi - Le vel  Vi ew of

                      Dependable Computi ng. Computers and Electri cal

                      Engi neering , Vol. 20, pp. 347 - 368.

[33] Parhami B. (1994) Voting Algorit hms. IEEE Trans.

                      Reli ability , Vol . 43, pp. 617 - 629.

[34] Parhami B. (1996) Desi gn of Rel iable Soft ware  via

General Combinati on of N - Version Programmi ng

and Accept ance Testi ng. Proc. Int ´l  Symp. Software

Reli ability Engineering , pp. 104 - 109.

[35] Part ri dge D. (1997) The Case for Inducti ve

Programmi ng. IEEE Computer , Vol. 30, No. 1, pp.

36 - 41.

[36] Prat a P. & Sil va J .G. (1999) Al gori thm Based Fault

Tol erance Versus Resul t - Checki ng for Mat rix

Comput ati ons. Proc. Int´l Symp. Fault - Tolerant

Computi ng , pp. 4 - 11.

[37] Pucci  G. (1990) On the Modeli ng and Test ing of

Recover y Bloc k Structures. Proc. Int´l  Symp. Fault -

Tolerant  Computing , pp. 356 - 363.

[38] Randell B. (1975) Syst em St ruct ure for Soft ware

Fault  Tolerance. IEEE Trans. Software Engineering ,

Vol . 1, pp. 220 - 232.

[39] Randell B. (1987) Design Fault  Tol erance. In The

Evolution of Faul t - Tolerant  Computing , Ed. by A.

Avi zi eni s, H. Kopet z, and J. - C. Laprie, Spri nger, pp.

251 - 270.

[40] Scott  K., Gault J.W. & McAlli ster D.F. (1983) The

Consensu s Recover y Bl ock.  Proc. Tot al  System

Reli ability Symp. , pp. 74 - 85.

[41] Scott  K., Gault  J.W. & McAllist er D.F. (1987) Fault -

Tol erant  Software Rel iabilit y. IEEE Trans. Software

Engi neering , Vol. 13, pp. 582 - 592.

[42] Scott  R.K. & McAllist er D.F.  (1996) Cost  Modeli ng

of N - Version Faul t - Tolerant Software Syst ems for

Large N . IEEE Trans. Rel iabilit y , Vol. 45, pp. 297 -

302.

[43] Si ew i orek D.P. & Swarz R.S. (1992) Reli able

Computer Syst ems: Desi gn and Eval uati on , Di gital .

[44] Si taraman R.K. & Jha N.K. (1993) Opt i mal  Design

of Checks f or Error Det ecti on and Locati on in Fault -

Tol erant  Mult iprocessor Syste ms. IEEE Trans.

Computers , Vol . 42, pp. 780 - 793.

[45] Sklaroff J.R. (1976) Redundanc y Manage ment

Techniques for Space Shut tle Comput ers. IBM J.

Research & Development , Vol. 20, pp. 20 - 28.

[46] Sulli van G. F. & Ma sson G.M. (1990) Using

Certifi cati on Trail s to Ac hi eve Software Fault

Tol eran ce. Proc. Int´l Symp. Fault - Tolerant

Computi ng , pp. 423 - 431.

[47] Sulli van G.F. & Ma sson G. M. (1991) Cert ificati on

Trai ls for Data St ruct ures. Proc. Int´l Symp. Fault -

Tolerant  Computing , pp. 240 - 247.

[48] Sulli van G.F., Wil son D.S. & Masson G.M. (1995)

Cer t ificati on of Computational  Results. IEEE Trans.

Computers , Vol . 44, pp. 833 - 847.

[49] Suzuki M., Kata yama T. & Schli chting R.D. (1994)

Impl ementi ng Fault  Tolerance with an Att ribute and

Funct ional  Based Model. Proc. Int ´l  Symp. Fault -

Tolerant  Computing , p p. 244 - 253.

[50] Tai A.T., Me yer J. F. &  Avizienis A. (1993)

Performabilit y Enhancement  of Fault - Tolerant

Soft ware. IEEE Trans. Reli abili ty , Vol . 42, pp. 227 -

237.

[51] Voges U., Ed. (1988) Software Di versi ty in

Computeri zed Cont rol Syst ems , Springer.

[52] X u J. & Randell  B. (1997) Soft ware Fault Tolerance:

t / ( n ˘ 1) - Variant Programmi ng. IEEE Trans.

Reli ability , Vol . 46, pp. 60 - 68.