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ABSTRACT 

Recent advances in computer technology have made 
the design of large and very flexible associative proc- 
essors possible. Such systems are extremely complex 
and must be adequately protected against failures if 
they are to be used in critical application areas such 
as air traffic control or for performing control func- 
tions in fault-tolerant computers. This paper summa- 
rizes the results of a study which has indicated the 
techniques that are applicable in the design of fault- 
tolerant associative processors. Associative process- 
ors are divided into four classes of fully parallel, 
bit-serial, word-serlal, and block-orlented systems. A 
technique for modularlzlng the design of an associative 
processor is given. The detection of errors within 
modules is discussed for the four classes mentioned 
above. Several schemes for reconflguration are dis- 
cussed which allow us to establish an appropriate inter- 
communication pattern after replacing the faulty module 
by a spare. The design of a fault-tolerant associative 
processor, which uses some of the techniques discussed 
previously, is presented. 

BACKGROUND 

Associative processors are of interest since they 
enable us to solve many data processing problems for 
which digital computers with conventional architectures 
are either unsuitable or highly inefficient. Based on 
the applications that have been proposed for associa- 
tive processors, there are at least two reasons for 
studying the fault tolerance problems of such devices: 
(i) In some proposed application areas, such as air 
traffic control [1], the effect of an undetected fault- 
induced error may be catastrophic. (2) To be able to 
perform control functions [2] in a fault-tolerant com- 
puter, an associative device must itself be fault- 
tolerant, since, otherwise, it will become part of the 
system's hard core and will contribute heavily to its 
unreliability. In addition, the extreme complexity of 
large, general-purpose associative processors necessi- 
tates the incorporation of fault tolerance features 
into their design. 

It is remarkable, therefore, that the problem of 
fault-tolerance of associative devices has remained 
virtually untouched. Ewing and Davies [3] give tech- 
niques foz coping with some hardware malfunctions in a 
plated-wlre implementation of a particular associative 
processor. Proudman [4] suggests that a single error 
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c o r r e c t i n g  code  c a n  be  u s e d  i n  c o n j u n c t i o n  w i t h  m i s -  
m a t c h  detectors with a threshold of 2 to detect storage 
errors. This paper summarizes the results of a study 
on fault tolerance techniques for associative process- 
ors [5]. We will concern ourselves with hardware 
faults and will assume the programs to be correct repre- 
sentations of intended algorithms for the specified do- 
main of operation. We may note, however, that the 
slmplifled software of associative processors (e.g. 
fewer loops) with respect to conventional systems, re- 
sults in a proportional simplification in the problem 
of software fault tolerance. 

In the remainder of this paper, we will refer to 
fully parallel, bit-serial, word-serial, and block- 
oriented architectures for associative processors. 
This classification, which is based on the degree of 
parallelism in operations or, alternatively, the amount 
of storage associated with each unit of processing 
logic, is described briefly as follows. A more detailed 
discussion of these concepts and a comprehensive set of 
references can be found in [6]. 

(1) In fully parallel associative processors, proc- 
essing logic is associated with each bit of 
stored data. Most fully parallel systems im- 
plement only the exact-match search operation 
in hardware and use software techniques for 
arithmetic, logic, and more complex searches. 

(2) In blt-serlal associative processors, process- 
ing logic is associated with each word of 
stored data. All the words can be processed in 
parallel, each in a bit-serial manner. 

(3) In word-serlal associative processors, a single 
processing unit operates serially on all the 
words. This approach essentially represents 
hardware implementation of a simple program 
loop which is used for linear search. 

(4) In block-orlented associative processors, one 
block of information is associated with a unit 
of processing logic. A low-cost implementa- 
tion of such a system may use a head-per-track 
magnetic recording memory in which each block 
is stored on one or more tracks. 

FAULT TOLERANCE APPROACH 

F i g u r e  1 shows  a m o d e l  f o r  an  a s s o c i a t i v e  p r o c e s s o r  
w h i c h  a p p l i e s  t o  t h e  t h r e e  c l a s s e s  o f  f u l l y  p a r a l l e l ,  
b l t - s e r l a l ,  and  b l o c k - o r l e n t e d  s y s t e m s .  S i n c e  w o r d -  
s e r i a l  a s s o c i a t i v e  p r o c e s s o r s  c l o s e l y  r e s e m b l e  c o n v e n -  
t i o n a l  s y s t e m s ,  t h e i r  f a u l t  t o l e r a n c e  p r o b l e m s  c a n  b e  
s t u d i e d  s e p a r a t e l y .  Each  p r o c e s s i n g  e l e m e n t  (PE) i n  
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Figure  1 c o n s i s t s  of  one u n i t  of  p r o c e s s i n g  l o g i c  and 
i t s  a s s o c i a t e d  s t o r a g e  e l e m e n t s .  In  g e n e r a l ,  t he  p r o c -  
e s s i n g  e lements  i n  t he  PE a r r a y  c o , ~ u n l c a t e  w i t h  each 
o t h e r  and the  e x a c t  p a t t e r n  of  i n t e r communica t ion  i s  
a p p l i c a t l o n - d e p e n d e n t .  

A s tudy  of f a u l t - l n d u c e d  e r r o r s  i n  an a s s o c i a t i v e  
p r o c e s s o r  shows t h a t  they  a re  no t  e a s i l y  d e t e c t a b l e  
s i n c e  a s i n g l e  f a u l t  may cause  an a r b i t r a r y  number of 
e r r o r s .  This  i s  e v i d e n t  f o r  f a u l t s  i n  g l o b a l  s u b s y s -  
tems of  F igure  i ,  such as  the  i n p u t  and mask r e g i s t e r s .  
A s i n g l e  f a u l t  i n  one p r o c e s s i n g  e lement  may cause  
e r r o r s  i n  o t h e r s  because  of  PE in t e r communica t i on .  The 
problem i s  f u r t h e r  compounded by t h e  f a c t  t h a t  each PE 
pe r fo rms  l o g i c  and s e l e c t i v e  w r i t e  o p e r a t i o n s  on i n d i -  
v i d u a l  da t a  b i t s  which as  we know a r e  no t  e a s i l y  check-  
a b l e  w i t h o u t  a h igh  l e v e l  of  redundancy.  
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Figure  i. A s s o c i a t i v e  P r o c e s s o r  Model 

The associative processor of Figure 1 can be made 
fault tolerant by dividing the PE array into identical 
modules which share spares. Let us assume that we have 
M modules, each consisting of P processing elements. 
It is possible to distribute the decoding and response 
resolution functions among the modules in order to re- 
duce the complexity of the non-array portion to a mini- 
mum. Figure 2 shows the modules and their interconec- 
tlons. One-dlmenslonal intercommunication between mo- 
dules has been assumed for simplicity. 

/ / / / . . . . .  U N I T  . . . . . . . . .  

Figure  2. Modular ized  A s s o c i a t i v e  P r o c e s s o r  

Given a modular  a s s o c i a t i v e  dev i ce  as  shown i n  
F igu re  2, i t  can be made f a u l t  t o l e r a n t  by the  f o l l o w -  
ing  s t e p s :  (1) I n c o r p o r a t i n g  I n t e r n a l  f a i l u r e  d e t e c t i o n  
a b i l i t y  w i t h i n  each module;  (2) Adding S s p a r e  modules ;  
and (3) Designing switching mechanisms and c o r r e s p o n d -  
ing algorithms for reconflguratlon. We will assume 
that the M + S operating and spare modules are perma- 
nently connected to the main data buses and that spe- 
cial isolating circuits exist between each module and 

t he  da t a  b u s e s .  T h e r e f o r e ,  r e c o n f i g u r a t i o n  t akes  p l a c e  
by "power s w i t c h i n g "  and by p r o v i d i n g  a l t e r n a t e  I n t e r -  
communication p a t h s  between modules .  

DETECTION OF MODULE FAILURES 

We first discuss the problem of error detection in 
associative processors with respect to the four classes 
mentioned previously. Then we will consider a technique 
which is appllcable in all cases. 

A fully parallel associative memory with only 
exact-match search operation and without masking capa- 
bility can be protected against storage errors by using 
a code with a minimum distance of k in conjunction with 
mismatch detectors with a threshold of k. With this 
scheme, stored words containing k-I or fewer errors will 
never respond to a search operation and are effectively 
isolated from the rest of the system until periodic di- 
agnosis routines detect their failure. The difficulty 
is that such an associative device will have no appli- 
cation besides simple table look-up. For most other 
applications, masking capability, more complex search 
types, and arithmetic operations are essential. 

Considerations for bit-serial systems are similar 
to those for fully parallel systems. One advantage 
which exists here is the serial processing of bits in 
each word. This allows us to artificially extend each 
operation to the entire word by performing "null" opera- 
tion on bit positions not originally specified. Now, 
since all the bits of each word are processed serially, 
codes with low-cost serial encoding and decoding can be 
used to protect against storage errors. It should be 
noted, however, that if operations on small fields with- 
in the words are to be performed frequently, the above 
scheme may result in a significant reduction of speed. 

As noted earlier, because processing is performed 
serially in a word-serlal system, protection against 
failures becomes relatively simple. Low-redundancy 
coding can be used to protect against storage errors. 
Failures in the processing logic may be detected through 
self-checklng [7] design. Self-checking translators may 
be needed to convert the storage encoding (S-encodlng) 
to an encoding suitable for processing (P-encodlng). 
The main requirement on the P and S encodlngs is that 
fast (parallel) translation between the two must be 
posslble. 

One favorable property of block-orlented systems 
with respect to fault tolerance is that during each 
operation cycle, a processing element operates on the 
entire block of information assigned to it. This en- 
ables the use of block codes which result in relatively 
low redundancy and have simple serial checking algo- 
rithms. If mechanical storage devices are used to im- 
plement such devices, error bursts become very probable 
due to dust particles, minute scratches, or defects in 
the oxide coating. It has been noted that low-cost 
a r i t h m e t i c  e r r o r  codes  a r e  ve ry  e f f e c t i v e  f o r  cop ing  
w i t h  such b u r s t  e r r o r s  [8 ] .  

As can be seen  from the  p r e v i o u s  d i s c u s s i o n ,  low- 
redundancy coding  t e c h n i q u e s  a r e  a p p l i c a b l e  only  i n  s p e -  
c i a l  c a s e s .  Design of  l o g i c  c i r c u i t s  i n  s e l f - c h e c k i n g  
form [7] ( i . e . ,  i n  a way t h a t  i n t e r n a l  c i r c u i t  f a i l u r e s  
m a n i f e s t  t hemse lves  on t h e  c i r c u i t W s  o u t p u t ) p a r t i c u l a r l y  
i f  1 - o u t - o f - 2  encoding  i s  u sed ,  appea r s  t o  be p r o m i s i n g .  
However, because  of  t h e  r e l a t i v e l y  h i g h e r  complex i ty  of  
t he  s e l f - c h e c k i n g  d e s i g n  approach as  compared to  low- 
redundancy coding  t e c h n i q u e s ,  t h i s  approach  shou ld  be 
used when o t h e r s  f a i l  o r  f o r  p r o t e c t i n g  the  s y s t e m ' s  
hard  c o r e .  A d e t a i l e d  d i s c u s s i o n  of  s e l f - c h e c k i n g  de -  
s i g n  co n cep t s  i s  beyond the  scope  of  t h i s  pape r  [5 ] .  

RECONFIGURATION THROUGH SWITCHING 

For a modular  a s s o c i a t i v e  d e v i c e  to  t o l e r a t e  module 
f a i l u r e s ,  t he  module i n t e r c o n n e c t i o n s  shou ld  n o t  be r i -  
g id  as  shown i n  F i g u re  2. R a t h e r ,  t h e  modules shou ld  be 
i n t e r c o n n e c t e d  th rough  s p e c i a l l y  d e s i g n e d  s w i t c h i n g  o £ r -  
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cults which prevent a system failure as a result of the 
failure of a module. The setting of these switching 
mechanisms determines the system configuration and can 
be changed by a central monitor if required. If a 
module error is indicated and the existence of a perma- 
nent failure is determined, reconfiguration procedures 
must be initiated to establish a new working configur- 
ation. In general, data transfers between modules and 
correction of fault-lnduced errors are needed as part 
of the reconflguratlon process 

We will ass~e only unidirectional (left to right) 
data flow between the modules in Figure 2. The gener- 
alization of the results to bidirectional data exchange 
is straightforward. After detecting the existence of a 
faulty module, the following steps must be taken before 
normal operation can resume: (1) Locating the faulty 
module; (2) Determining a new working configuration; 
(3) Initiating appropriate data transfers; and (4) 
Effectlng reconflguratlon through switching. The c r i -  
t e r i a  that should be used in evaluating each reconfl- 
guratlon scheme include: (i) The amount of data trans- 
fers needed; (2) The complexlty of the reconflguration 
algorlthms; (3) The number of spares S needed for toler- 
atlng f module failures; and (4) The complexlty of 
a d d i t i o n a l  s w i t c h i n g  c i r c u i t r y .  

We f i r s t  d i s c u s s  c e n t r a l i z e d  r e c o n f l g u r a t l o n  
schemes i n  which  t h e  s w i t c h i n g  hardware  i s  e x t e r n a l  to  
the  m o d u le s .  A s t r a i g h t f o r w a r d  s o l u t i o n  i s  t h e  u s e  o f  
a " p e r m u t a t i o n  ne twork"  [9] which  can i n t e r c o n n e c t  t h e  
modules  i n  any o r d e r .  Such a p e r m u t a t i o n  ne twork  can 
be implemented  a s  a c e l l u l a r  a r r a y  [10] of  t w o - s t a t e  
b a s i c  m o d u l e s .  S ince  t he  c o m p l e x i t y  of  such  a c e l l u l a r  
p e r m u t a t i o n  ne twork  i s  r o u g h l y  p r o p o r t i o n a l  t o  t h e  
s q u a r e  of  t h e  number o f  m o d u l e s ,  i t s  u s e  can be J u s t l -  
f l e d  o n ly  i f  a r e l a t i v e l y  s m a l l  number o f  modules  a t e  
i n v o l v e d .  The t w o - s t a t e  b a s i c  modules  can be u s e d  i n  
a d i f f e r e n t  way to  form a " s h o r t i n g  ne twork"  [ 9 ] .  As 
shown i n  F i g u r e  3,  such  a s h o r t i n g  ne twork  can  be u se d  
Co r o u t e  d a t a  a round  t h e  f a u l t y  and s p a r e  modu le s .  One 
disadvantage of this scheme, particularly as shown in 
Figure 3, is the excessive amount of data transfers 
needed in the case of a failure. The number of trans- 
fers needed can be reduced by optimal placement of the 
spare modules [5]. 

UNIT WIT 
~) m + i MODULES CONNECTED TO A SHORTING NETWORK 

SPARE 

(b) NORMAL OPERATION WITH ONE SPARE 

FAULTY 

(¢) OPERATION AFTER THE FAILURE OF MODULE NUMBER 2 

F i g u r e  3. R e c o n f i g u r a t i o n  w i t h  a S h o r t i n g  Network 

Anothe r  approach  to  t h e  r e c o n f i s u r a t i o n  problem i s  
t he  u s e  o f  a d i s t r i b u t e d  s w i t c h i n g  mechan i sm;  i . e . ,  d i s -  
t r i b u t i n g  t h e  o w i t c h l n s  ha rdware  among t h e  n o d u l e s ,  T h i s  
can be done by p r o v i d i n g  each  module w i t h  a s e t  o f  i n p u t  
and o u t p u t  l i n e s  i n s t e a d  o f  one a s  shown i n  F i g u r e  2.  
Then i f  a s u c c e s s o r  module  c o n n e c t e d  to  one module  o u t -  
p u t  f a i l s ,  a module  c o n n e c t e d  t o  a n o t h e r  o u t p u t  can a c t  

a s  i t s  s u c c e s s o r .  The s i m p l e s t  c a s e ,  which  w i l l  be d i s -  
c u s s e d  h e r e ,  i s  when each  module h a s  two s e t s  of  i n p u t s  
and two s e t s  of  o u t p u t s .  The two i n p u t s  and two o u t p u t s  
a r e  d i s t i n g u i s h e d  by t h e  l e t t e r s  H and V ( h o r i z o n t a l  and 
v e r t i c a l ) .  The module h a s  f o u r  s t a t e s  deno ted  by HH, 
HV, VH, and W ,  depend ing  on w he the r  t he  H or  V i n p u t  i s  
u sed  and w he the r  t h e  o u t p u t  i s  g e n e r a t e d  on t he  H o r  V 
o u t p u t .  

F i g u r e  4 shows a t w o - d i m e n s i o n a l  a r r a n g e m e n t  of  t he  
b a s i c  modu le s .  I t  can be s e e n  i n  F i g u r e  4 t h a t  t he  9 
modules  can be c o n n e c t e d  i n t o  a s t r i n g .  I f  any s i n g l e  
module f a i l s ,  t h e  r e m a i n i n g  8 can c o n t i n u e  t h e i r  o p e r a -  
t i o n .  Double module failures will leave at least 6 
usable modules. Hence, with M-8 and S-1, this scheme 
can tolerate all single module failures. With M-6 and 
S=3, all double failures can also be tolerated as well 
as some triple failures. The problem of optimal inter- 
connection patterns for the tolerance of a maximum num- 
ber of module failures has not been solved. The basic 
advantage of this scheme is Chat the switching mechanism 
is not part of the system's hard core since a failure in 
the switching circuits is equivalent to a module failure. 
The main disadvantages of this scheme are the complaxlty 
of the reconflguratlon algorithm, excessive data trans- 
fers, and tolerance of fewer than S failures. 

CONTROL ~ CONTROL 
UNIT UNIT 
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HV VH HV 

. SPARE 1~ NORMAL OPERATION WITH ONE SPARE 

VH HV V i ~  

FAILED~~ 
(©) OPERATION AFTER THE FAILURE OF MODULE NUMBER 2 

F i g u r e  4 .  An Example o f  
D i s t r i b u t e d  R e c o n f i g u r a t i o n  

A CASE STUDY 

In  t h i s  s e c t i o n ,  we i l l u s t r a t e  t he  a p p l i c a b i l i t y  o f  
some of  t h e  t e c h n i q u e s  d i s c u s s e d  p r e v i o u s l y  by p r e s e n t -  
inE t h e  d e s i g n  and e v a l u a t i o n  o f  a f a u l t - t o l e r a n t  a s s o -  
c i a t i v e  p r o c e s s o r  c a l l e d  SPARE ( i n v e r s e  acronym f o r  
E _ r r o r - t o l e r a n t  and R_econf igurab le  A_ssoc ia t ive  P 3 o c e s s o r  
~rlth S _ e l f - r e p a i r ) .  SPARE i s  e s s e n t i a l l y  a f a u l t - t o l e r -  
a n t  v e r s i o n  o f  an a s s o c i a t i v e  p r o c e s s o r  which ha s  been 
d e s c r i b e d  p r e v i o u s l y  [3 ] .  F i g u r e  5 shows a b lock  d i a -  
gram of  t h e  n o n - r e d u n d a n t  s y s t e m .  The r a n d o m - a c c e s s  
memory i s  used  f o r  s t o r i n g  i n s t r u c t i o n s  and c o n s t a n t s  
and c o n s i s t s  o f  4096 2 4 - b i t  words .  The a s s o c i a t i v e  
memory c o n t a i n s  512 9 6 - b i t  words .  

The n o n - r e d u n d a n t  a s s o c i a t i v e  p r o c e s s o r  o f  F i g u r e  
5 can be d i v i d e d  i n t o  two p a r t s :  (1) The a s s o c i a t i v e  
( p a r a l l e l )  s e c t i o n ,  which c o n s i s t s  o f  t h e  a s s o c i a t i v e  
memory a r r a y ,  b i t  c o l t ~ n  s e l e c t i o n  l o g i c ,  and word l o -  
g i c ;  (2) The c o n t r o l  and s e q u e n c i n g  ( s e q u e n t i a ~  s e c t i o n ,  
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which contains all other s~systems of Figure 5. The 
sequential section uses status signals and test Inputs 
for monitoring the operation of the parallel section. 
We now briefly dlsc~s the three main features of 
SP~; i.e., error tolerance, reconflgur~lllty, and 
self-repalr. 

(~) 
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To a c h i e v e  error tolerance, the  parallel section 
of SPARE is divided into M identical modules. S spare 
modules are shared by the operating modules. Each mo- 
dule has internal failure detection capability which is 
provided by self-checking design of its circuitry using 
two-tall encoding of logic variables. When a module 
error is indicated to the sequential section, the re- 
covery mode is entered and the final result may be the 
replacement of the faulty module by a spare module. 
The sequential section of SPARE resembles a small 
general-purpose computer and can, therefore, be made 
fault tolerant by conventional techniques. 

One of the very important properties of associa- 
tive processors is simple modular growth. The size of 
an associative processor can grow without a need to al- 
ter its algorithms. This suggests that if additional 
processing capability is required, the redundant p r o c -  
e s s i n g  logic in SPARE can be utilized. Even the two 
channels of the two-tall circuits can be used indepen- 
dently to double the processing capability if certain 
design criteria are met [5]. Specifically, we postu- 
late the following operation strategy for SPARE: (1) 
During normal operation the system works in redundant 
mode with a number of spare modules; (2) If a module 
failure occurs or additional processing capability is 
needed and if a sufficient number of spares are avail- 
able, they are switched in; (3) If a module failure 
occurs or additional processing capability is needed 
and spare modules are not available, the system recon- 
flsures into simplex mode by utilizing the two channels 
of the two-tall circuits independently. 

Of the reconflguratlon techniques discussed in t he  
p r e v i o u s  s e c t i o n ,  t he  one us ing  a p e r m u t a t i o n  network 
seems to be suitable for SPARE since only one inter- 
communication llne (two in self-checklng design) exists 
between modules and the number of modules is expected 
to be small (M-4 or 8, for exemple). The self-repair 
process will then essentially consist of computln E and 
setting of a new state for the permutation network. 
This process must be followed by a recovery procedure 
to transfer the data stored in the failed module to 
the one which replaces it. The permutation network has 
a two-tall self-checklng design but no spare is pro- 
v l d e d  f o r  it. 

In  computing the  r e l i a b i l i t y  of  SPARE, we w i l l  
assume t h a t  t he  coverage  f a c t o r  C i n c l u d e s  the  r e l i a b i l -  
i t y  of the permutation network. Using the reliability 
modellng technique of Bourlclus et at [11], we find the 
reliability improvement factor defined as [l-Rnr(T)] ÷ 
[1-Rr(T)] as a function of mission time T for several 
configurations of SPARE (Rnr and R r denote the non- 
redundant and redundant rellabilltles, respectively). 
Figure 6, which depicts the resulting curves, shows 
that for mission times which are short compared to the 
MTBF for the non-redundant system, a significant in- 
crease in rellabillty is possible with a low levle of 
modularlzatlon and a relatively small n~aber of spare 
modules. 

M'16'S'8M=4, S= 4 3O 

M=4, S=2 

i M=8, S=2 M 8 S 4 
M=2. S=2 
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1 
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I I 
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Figure 6. Reliability Improvement 

Factor for SPARE (C=0.991. 

CONCLUSION 

In this paper, we have presented some results of a 
study on the fault tolerance of associative processors. 
Our main conclusions are as follows: 

(i) Dynamic redundancy is to be preferred over 
static approach because associative processors 
lend themselves naturally to modularlzatlon 
and since spares can be shared by a number of 
identical modules. 

(2) Low-redundancy coding techniques are appllcable 
for error detection in associative processors 
but only in special cases. In particular, the 
use of arithmetic error codes for block- 
oriented systems appears to be promising. 

(3) Appllcation of self-checklng circuit design 
techniques seems to be an attractive alterna- 
tive for error detection in associative devlce~ 

(4) Complex switching mechanlsmand algorlthms need 
to be devised to enable the sharing of spares 
by a collection of identical modules which 
communicate with each other. 

Further research is needed in two equally important 
areas. The first area is the design of completely 
checked digital circuits. Systematic techniques need 
to be developed to aid the designers in choosing suit- 
able input and output encodlngs and producing a self- 
checking design when presented with a non-redundant cir- 
cuit or its functional behavior. The second area deals 
with general techniques for reconflguratlon in array 
processors. Extension and generalization of the results 
presented here are possible in two directions. First, 
one can conceive of other interconnectlon schemes for 
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the  case  where o n e - d i m e n s i o n a l  i n t e r communica t ion  e x -  
i s t s  between modules .  For example,  we may c o n s i d e r  a 
t h r e e - d i m e n s i o n a l  t n t e r c o n n e c t i o n  p a t t e r n  in  which 
t h e r e  a r e  t h r e e  c h o i c e s  f o r  each of  t he  l e f t  and r i g h t  
ne ighbo r s  f o r  a module.  Second, one may seek  g e n e r a l -  
i z a t i o n s  to the cases where multl-dimensional module 
intercommunication is used. This is a considerably 
more complex problem. 
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